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OBJECTIVES, SCOPE AND METHODOLOGY
Pursuant to our approved annual plan, we have completed an audit of FIU’s online
programs (FIU Online) for the fiscal year 2011-2012. The primary objective of the audit
was to evaluate whether revenue and expenditure streams were properly accounted for
and were applied towards their intended educational activities within established
University policies and procedures, applicable laws, rules and regulations. We also
evaluated related information technology (IT) controls to ensure that they were
adequate and effective.
Our audit was conducted in accordance with the International Standards for the
Professional Practice of Internal Auditing, and included tests of the accounting records
and such other auditing procedures as we considered necessary under the
circumstances. Audit fieldwork was conducted from October 2012 to January 2013.
We focused mainly on financial transactions for distance learning course covered under
Florida Statutes Section 1009.24(17). Accordingly, continuing education and market
rate programs were not reviewed. For IT controls objective we applied the Control
Objectives for Information and related Technology (COBIT) 5.0 Framework and the
National Institute of Standards and Technology (NIST) Special Publications 800-53A
Revision 1 Guide for Assessing the Security Controls in Federal Information Systems
and Organizations.
During the audit we:


examined revenues and expenditures from the distance learning course fee;



reviewed University policies and procedures, applicable Florida statutes and
regulations, and Florida Distance Learning Task Force Report;



FIU Online operating procedures including IT Operational Handbook;



interviewed responsible personnel and observed current practices and
processing techniques; and



tested selected transactions.

Sample sizes and transactions selected for testing were determined on a judgmental
basis.
As this was the first internal audit of FIU Online, there were no prior internal audit
recommendations related to the scope and objectives of this audit requiring follow-up.
Similarly there were no other external audit reports issued during the last three years
with any applicable prior recommendations related to the scope and objectives of this
audit.
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BACKGROUND
FIU Online is a department of the University College. Its mission is to design, develop
and manage online courses, both credit and non-credit courses, certificates and degree
programs. It was previously a part of the College of Business Administration prior to
transferring to the University College in July 2009.
During the audit period FIU Online, in collaboration with academic units, offered eight
undergraduate degrees and six graduate degrees, all of which are completely online.1
Enrollment in online courses has been consistently increasing for the last three
academic years:

Online Enrollment
75,000
70,000
70,174

65,000
60,000
62,084

55,000
50,000
49,408
45,000
40,000
2010

2011

2012

As of January 2013, FIU Online started to offer five online non-credit certificate courses
free of charge as part of the Massive Open Online Courses Program adopted by many
institutions world-wide. The five courses being offered; entrepreneurship, applied real
estate, project management basics in English and Spanish, and legal and ethical
governance, are free and open to anyone with access to the Internet. University
enrollment is not required to take these courses.

1

Online means being connected to, served by, or available through a computer or
telecommunications system with an Internet connection. Florida Statute defines a distance
learning course as a course in which at least 80 percent of the direct instruction of the course
is delivered using some form of technology when the student and instructor are separated by
time or space, or both.
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Distance Learning Fee Governance
FIU’s Board of Trustees approved the collection of Distance Learning Fee per Florida
Statutes Section 1009.24 - State University Student Fees. Pursuant to Section
1009.24(17)(a):
“A state university may assess a student who enrolls in a course listed in
the distance learning catalog, established pursuant to §1006.73, a percredit-hour distance learning course fee...”
Section 1009.24(17)(b) states:
“The amount of distance learning course fee may not exceed the
additional costs of the services provided which are attributable to the
development and delivery of the distance learning course. If the distance
learning course fee is assessed by a state university, the institution may
not assess duplicative fees to cover the additional costs.”
A nine member Florida Distance Learning Task Force was appointed by the
Chancellors of the State University System and the Florida College System and
submitted a report, which included a framework for describing the additional costs which
are attributable to the development and delivery of distance learning courses. The Dean
of the University College served on the task force.
At FIU, revenue collected from the distance learning fee is shared between FIU Online
and the academic units (colleges/schools) offering the distance learning courses in a
62% to 38% split.
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Personnel
As of August 2012, FIU Online had 113 employees (60 exempt, 5 non-exempt and 48
temporary employees) and 11 open positions as depicted in the organizational chart
below.
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Financial Details For FIU Online
During fiscal year 2012, FIU Online generated revenues from the distance learning fee
totaling $12.3 million. It expended $7 million, transferred $4.8 million to participating
academic units and applied an additional $5 million towards capital funds as detailed
below:

Revenue from Distance Learning Fee
Salaries and Benefits:
Administrative
Staff
Faculty
Temporary Employees
Overtime
Fringe Benefits
Total Salaries and Benefits
Other Operating Expenditures:
Professional & Advertising Services
Software Licenses
Shared Service Fee
Furniture and Equipment
Computer Equipment
Travel
Materials and Supplies
Repairs and Maintenance
Miscellaneous
Rental of Facilities
Bad Debt Expense
Subscription
Tuitions, Stipends, and Scholarship
Other Equipment and Supplies
Rental of Equipment
Insurance
Postage
Total Other Operating Expenditures
Total Expenditures
Net Income
Beginning Fund Balance, July 1, 2011
Transferred from Non-Credit Account
Transferred to Academic Units
Transferred to Building Fund
Ending Fund Balance, June 30, 2012
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$ 12,297,373
$ 2,648,900
132,720
25,788
681,980
532
926,846
$ 4,416,766
$

$
$
$

$

731,997
406,877
$ 371,836
64,718
299,711
155,747
115,290
107,218
95,221
94,745
72,619
51,019
26,553
10,209
8,869
3,083
2,948
2,143
2,556,085
6,972,851
5,324,522
5,808,161
500,818
(4,759,841)
(5,000,000)
1,873,660

Enrollment and Financial Data Per College
During our audit period, 9 colleges/schools offered online courses, including distance
learning courses covered under Florida Statutes Section 1009.24(17). The total online
course enrollment and their revenue, expenditure and fund balance for the 2011-2012
year are depicted in the following table:
2011-2012
Colleges/Schools
College of Arts and
Sciences
College of Business
Administration
College of Nursing and
Health Sciences
College of Public Health
and Social Work
College of Architectures
and the Arts
School of Journalism and
Mass Communication
College of Engineering
and Computing
College of Education
School of Hospitality and
Tourism Management
Total

Total
Enrollment

Revenue

Expenditure

Beginning
Fund
Balance

Ending
Fund
Balance

31,647

$ 2,423,780

$ 3,526,538

$ 989,355

($ 113,403)

18,064

1,084,944

1,182,210

666,773

569,507

3,970

106,708

131,081

146,121

121,748

1,415

48,905

454,969

889,741

483,677

7,479

533,065

1,011,723

336,951

(141,707)

1,700

88,397

144,936

133,471

76,932

2,288

26,593

10,629

(3,371)

12,593

1,931

102,347

48,877

48,382

101,852

1,680

566,157

477,221

894,673

983,609

70,174

$ 4,980,896

$ 6,988,184

$ 4,102,096

$2,094,808

The total enrollment for online courses represents 19% of total University wide
enrollment.
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FINDINGS AND RECOMMENDATIONS
Established controls and procedures for administering the distance learning fee can be
improved. We found particular weaknesses in compliance with policy and procedures
related to distance learning fee related expenditures. Our overall evaluation of internal
controls is summarized in the table below.

CRITERIA
Process
Controls
Policy &
Procedures
Compliance
Effect
Information Risk
External Risk
CRITERIA
Process
Controls

Policy &
Procedures
Compliance
Effect

Information Risk

External Risk

INTERNAL CONTROLS RATING
SATISFACTORY
FAIR

INADEQUATE

x
x
x
x
x
INTERNAL CONTROLS LEGEND
SATISFACTORY
FAIR
Effective
Opportunities
exist to
improve
effectiveness
Non-compliance
Nonissues are minor
compliance
Issues may be
systemic
Not likely to
Impact on
impact operations outcomes
or program
contained
outcomes
Information
Data systems
systems are
are mostly
reliable
accurate but
can be
improved

None or low

Potential for
damage

INADEQUATE
Do not exist or are not
reliable

Non-compliance
issues are pervasive,
significant, or have
severe consequences
Negative impact on
outcomes

Systems produce
incomplete or
inaccurate data which
may cause
inappropriate financial
and operational
decisions
Severe risk of damage

Details for Financial and Operational Controls area are summarized in Section I of this
report. Our evaluation of IT Controls is further summarized and detailed in Section II of
the report.
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SECTION I. FINANCIAL AND OPERATIONAL CONTROLS
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1. Controls Over Revenue and Fund Balance
For the academic year 2011-2012 FIU Online established the distance learning fee
based on projected instance of enrollment of 72,174 (actual enrollment was 70,174) and
budgeted cost of developing and delivering the projected distance learning courses. The
cost category, budgeted cost and per course allocation are presented in the table
below:
Budgeted
Cost

Cost Category
Academic Unit Support and Faculty Development
FIU Online Related Cost:
Employee Salaries and Benefit
Software, Hardware & Infrastructure Expense
University Shared Service Fee
Professional Service/Officials/Advertising
Facilities Building and Rent Expense
Professional Development and Training
Operating Capital Outlay
Telecommunications
Bad Debt Expense
Materials and Office Supplies
Total (Academic Unit and FIU Online)

Per Course
Allocation

$4,823,467

$66.83

5,018,804
1,069,128
439,695
397,000
342,695
216,000
85,000
70,000
62,197
35,000
$12,558,986

69.54
14.81
6.09
5.50
4.75
2.99
1.18
.97
.86
.48
$174.00

FIU’s distance learning fee per course was reduced by nearly 13% from the $199 per
course charged in the fall 2011 semester. Our distance learning fee (per credit hour)
compared to others in Florida State University System is as follows:
$70
$58
$50
$37

$35

$18

Florida State
University

Florida
University of
International South Florida
University

Florida
Atlantic
University

University of
North Florida

University of
Central
Florida

$15

University of
West Florida

(Note: FSU’s distance learning fee varies by degree programs, ranging from $45 to $105; however, the fee for
standalone distance learning courses is $70. UF’s distance learning fee was not readily available.)
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The revenues flowing from our distance learning fees have been significant and have
resulted in increased fund balances as depicted below.

Distance Learning Fee Revenue and Fund Balance
$13,033,756

$12,297,373

$10,503,083

$6,873,660
$5,808,161

Revenue

$4,086,283

F.Y. '10

Fund balance

F.Y. '11

F.Y. '12

Revenue and Fund balance for FY 2010 through 2012
(Note: the fund balance for FY 2012 includes $5 million reserved for new building fund.)

Our review of expenditures discussed in the next section of this report indicates that a
considerable amount of the revenues collected are applied to expenditures that don’t
comport with the program’s criteria. Accordingly, and in light of the large fund balance
maintained, opportunities to reduce the distance learning fee exist. As the marketplace
for online courses grow more competitive and as plans for the Florida Virtual Campus
develop, a more completive posture will reduce our program’s risk.

Fee Reconciliation
The distance learning fees are collected by the Student Financial Services as part of the
student’s total tuition and fees, and are then credited to a single auxiliary activity ID
account managed by FIU Online. It is not evident that FIU Online has been reconciling
the amount of fee revenues transferred by the Student Financial Services to actual
student enrollment data. This would ensure the accuracy of the revenue received.
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Recommendations

FIU Online should:
1.1

Reevaluate distance learning fees based on:
a) the permissible additional cost of services limited to the development
and delivery of the distance learning courses, and
b) the minimization of fund balances.

1.2

Reconcile distance learning fee revenue against actual student enrollment
data in a timely manner, at a minimum on a semester basis. Any reconciling
items should be investigated and resolved.

Management Response/Action Plan:
1.1

Permissible items have been adjusted, forecasted expenses have been reviewed
and distributed over forecasted enrollment and therefore, the Distance Learning
Fee will be reduced beginning Fall 2013 to $53.33 per credit hour.
Implementation date: August 2013

1.2

We will continue to reconcile revenue vs. enrollment data and in addition to this
document the reconciliation. A request has been sent to Student Financials to
explore specific avenues to investigate revenues.
Implementation date: July 2013
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2. Controls Over Expenditures
On February 26, 2009 the Florida Distance Learning Task Force established by Florida
legislature issued a report outlining the permissible and non-permissible costs related to
distance learning courses as shown below:
What cannot be charged?
 Instruction costs
 Any costs covered by other fees (health, activity, technology, etc.)
 Costs not associated with the development and delivery of eligible
distance learning courses
What are permissible expenses?
 Specialized technology and maintenance (e.g., hardware, software
licenses; technology consulting; hosting and network services)
 Development and/or acquisition (licensing) of instructional content for
distance learning courses
 Distance learning program development and accreditation
 Distance learning program quality assessment and control
 Faculty development and support for distance learning courses
 Distance learning student support services
 Test facilities and support
 Distance learning administrative & operating costs
 Course management system servers, database, and support staff
 Instructional material
For the fiscal year 2011-12 almost two-thirds of distance learning fee related
expenditures were made by two colleges: Arts and Sciences and Business
Administration. We reviewed their expenditures along with expenditures by FIU Online
and found significant amounts not in line with Florida Statutes 1009.24(17)(b) and the
guidelines set forth in the Florida Distance Learning Task Force’s report. Details follow.
a) Payroll Related Expenditures
Colleges (Academic Units):
During the fiscal year 2011-2012 approximately $2.5 million were paid to the College of
Arts and Sciences’ employees for their payroll and fringe benefits from its distance
learning fee accounts. We found approximately 1.6 million (64%) without adequate
documentation to justify paying these expenditures from the distance learning fee.
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Description
Nine 12-month faculty members (Dean, Associate and Assistant
Dean, and other faculty administrators)’ salaries and benefits.
 Transferred a portion of their salaries & benefits
from CAS’ general revenue account to distance
learning fee account at the close of FY 2012. There
was no apparent justification for this journal entry.
Thirteen of the fourteen IT department employees’ salaries and
benefits.
 For 8 of the 13 employees 100% of their salaries
and benefits were paid and for the other 5 between
5% to 36% of their salaries and benefits were paid.
The IT department provides support to the entire
CAS faculty, staff, students and research activities.
However, at best, only a fraction of their effort could
be directly related to distance learning courses/
programs.
Six administrators’ salaries and benefits.
 There was no proper documentation justifying the
payment of the following employees:
- Director of Enrollment, 50% salaries and
benefits
- Senior Academic Advisor, 100% of salaries
and benefits
- Public Relations & Marketing Specialist, 90%
of salaries and benefits
- Public Relations & Marketing Coordinator,
100% of salaries and benefits
- Executive Director, 33% of salaries and
benefits
- Chairperson, 31% of salaries and benefits
Instructional cost paid to three instructors for teaching online
courses.
 Instruction costs are non-permissible.
A payment to a professor for a feasibility study.
 This payment is “to work on [a] Feasibility Study for
the PhD in Criminal Justice”, which is not an
additional cost of developing and delivering eligible
distance learning courses.
Total

Amount

$783,177

508,435

330,269

21,120

4,000
$1,647,001
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We also performed a limited test of payroll related expenditures paid from the distance
learning fees by the College of Business Administration (CBA) and found the following
exceptions:

Description
Five of twelve academic advisors’ salaries and benefits.
 Academic advising is not an additional cost of
developing and delivering distance learning courses
as all CBA students receive academic advising.
Salary overload paid to five staff members.
 They worked on “Research support for development
of online career management services modules to
be used by CBA students and employers.” These
modules are not used for eligible distance learning
courses.
An instructor was paid $60 per student overload.
 Instruction costs are non-permissible.
Total

Amount

$331,805

5,000
120
$336,925

In addition, we recently completed an audit of the School of Journalism and Mass
Communication (see Report No. 12/13-09, dated February 27, 2013). While that audit
covered the School’s overall financial and operational controls, we found similar
conditions to those reported above. During the fiscal year 2011-2012 the School
expended distance learning fees of approximately $108,300 for administrative/support
staff salaries and fringe benefits. However, none of their 10 employees’ salaries and
benefits represents additional costs for developing and delivering the School’s distance
learning courses.
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FIU Online Department:
During the fiscal year 2011-2012 approximately $4.4 million were paid to FIU Online
employees for their salaries and fringe benefits from its distance learning fee. We found
$653,885 without adequate documentation to justify paying these costs from the
distance learning fee.

Description

Amount

Five administrators’ salaries and benefits.
 Their work benefits the entire online programs
including distance learning, continuing education,
and market rate courses/programs.

$462,752

Three employees’ salaries and benefits.
 They work on the continuing education program.
- Program Manager, 77% of salary and benefit
- Instructional Designer, 77% of salary and
benefit
- Course Developer, 100% of salary and
benefit

191,133

Total

$653,885

Page 17 of 40

b) Non-Payroll Related Expenditures
Colleges (Academic Units):
During the audit period, the College of Arts and Sciences (CAS) had a total non-payroll
related expenditure of $967,921 from the distance learning fee. We sampled 105
transactions totaling $168,914 and found 83 exceptions totaling $162,801, which
represents 96% of the dollar values tested. These expenses had very little or no direct
benefit to CAS’ distance learning program activities.

Description
Payment to CAS departments for their colloquium support.
The cost of CAS website migration.
 The website also benefits many non-online related
activities: prospective and current students, faceto-face classes, research, and faculty and staff.

Amount
$35,000

30,150

A payment to the FIU Library for support of Digital Library of the
Caribbean (dLOC).
 dLOC provides everyone access to digitized
versions of Caribbean culture, historical and
research materials.
Two payments to FIU External Relations for public relations service.
 There was no evidence that the public relations
service was an additional cost of developing and
delivering eligible distance learning courses.
Forty-eight payments for training and conference costs.
 These are not directly related to faculty
development and support for eligible distance
learning courses.

16,197

Additional distance learning funding to a CAS department based on
the department chair’s request.
 The written request stated “…we will not be able to
fund TA’s for all faculty with this reduction…
[Department] was not provided with college funded
TA lines…” [Underlining added].

15,388

A payment for conducting a “Miami-Dade County Cuba Survey.”
 CAS’ Cuban Research Institute had received a
Ford Foundation grant to conduct a Miami-Dade
County Cuba survey.
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30,000

25,000

4,500

Description

Amount

Sixteen payments for speaking fees, rental of space for lectures and
refreshment for presentations.
 The presentations were open to general public and
do not represent an additional cost of developing
and delivering eligible distance learning courses.

3,691

A payment for conducting a dissertation semi-structured interview.
 This activity does not represent an additional cost
of developing and delivering eligible distance
learning courses.

1,100

Four payments for bar association and annual membership dues.

849

A payment for general college brochure.

500

Six payments for lunch and refreshment for faculty recruitment.

426

Total

$162,801

We also performed a limited test of non-payroll related expenditures paid from the
distance learning fees by the College of Business Administration, and found that there
was a payment of $39,107 for an online library resource “Business Source Premier via
Web.” However, this online library resource was for the benefit of the entire College
and does not represent an additional cost of developing and delivering eligible distance
learning courses.
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FIU Online Department:
During the audit period, FIU Online had a total non-payroll related expenditure of
$2,556,085 from the distance learning fee. Our review of 60 transactions totaling
$149,559 disclosed 23 exceptions totaling $99,755. This represents 67% of the dollar
values tested. These expenditures had either no direct benefit to distance learning
program activities or benefit to other online programs such as continuing education and
market rate programs.

Description
Rental payments for MARC room 115 and 115A.
 These rooms were occupied by FIU Online staff
for all programs, including continuing education
and market rate programs.
Four payments for Amazon web service.
 This web service benefits all FIU Online
operations.

Amount

$44,781

14,116

A payment for software licenses.
 These licenses are used for all FIU Online
operations.

9,042

A duplicate payment for the software licenses.

9,042

A reimbursement to another unit of University College (CAPs) for
renting MARC rooms 150 and 160.
 These rooms were occupied by FIU Online staff
for all programs.

5,067

A payment for advertising GRE test prep.

4,500

A payment for campaign of the Master of Science HR Management
program.
 This program is not eligible distance learning
courses.

4,000

A payment for an internet search engine campaign for CBA Center for
Leadership.

4,000

Two payments for the right to use photos by instructional designers.
 The photos are used for all FIU Online operations.

1,845

A payment for customer relationship management service.
 The service benefits all aspects of FIU Online
operations.

1,500
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Description

Amount

A payment for design of flyer for the Master of International Business.
 This program is a market rate program and does
not involve with eligible distance learning courses.

675

A payment for advertising the Chapman Graduate School’s three
master programs in the NSU student newspaper.
 These programs are not eligible distance learning
courses.

341

A payment for an airline ticket for an employee working in the
Continuing Education Unit of FIU Online to attend a conference in
New Orleans.

319

A payment for Fall 2011 Graduate School Fair registration to promote
the graduate program.

250

A payment for advertising the Master of International Real Estate.
 This program is a market rate program and does
not involve with eligible distance learning courses.

157

A payment for one-day faculty parking passes.
 The passes were used for all FIU Online
operations.

120

Total

$99,755

In addition to the 60 transactions tested above, FIU Online paid for web hosting sites
from the distance learning fee, totaling $666,004 during the fiscal year 2011-2012. Of
this amount $258,975 should have been allocated between all FIU Online programs,
including continuing education and other non-FTE programs.
For the aforementioned separate audit of the School of Journalism and Mass
Communication (School), we found similar conditions relating to non-payroll related
expenditures. During the fiscal year 2011-2012 the School expended distance learning
fees of approximately $36,600 non-payroll related expenditures: $13,350 for advertising;
$12,400 for travel; and $10,850 for other expenses. However, advertising expenses,
totaling $12,400 were not related to the development and delivery of the School’s
distance learning courses. Also, for 21 travel expense reports totaling $12,400
reviewed, over 99% ($12,389) were not directly related to faculty development and
support for the School’s distance learning courses.
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Based on our examination(s), we have concluded that a considerable amount of the
distance learning fee revenues collected are being used for expenditures that don’t
match the program’s criteria. With this regard FIU Online needs to better monitor how it
spends its share of the fees collected and should be given much more responsibility for
monitoring how the University’s academic units are spending these funds.
Recommendations

FIU Online should:
2.1

Establish and disseminate comprehensive written distance learning
expenditure guidelines in accordance with Florida Statutes and giving due
consideration to the guidance provided in the report issued by the
Legislature’s Florida Distance Learning Task Force.

2.2

Ensure that the distance learning funds are only used for the development
and delivery of eligible distance learning courses and not used to
supplement or supplant funding for other University needs.

2.3

Establish better documentation of allocating distance learning fee related
expenditures.

Management Response/Action Plan:
2.1 - 2.3 Guidelines were distributed for feedback in February 2013. New controls will
be finalized to ensure distributions of expenses are proportionate to program
cost.
Implementation date: July 2013
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3. Distance Learning Course Requirements
Florida Statutes Section 1009.23(17)(a) states that a state university may assess a
student who enrolls in a course listed in the distance learning catalog, established
pursuant to §1006.73, a per-credit-hour distance learning course fee. For purposes of
assessing this fee, a distance learning course is a course in which at least 80% of the
direct instruction of the course is delivered using some form of technology when the
student and instructor are separated by time and space, or both.
We noted that FIU Online reviews the course syllabus to determine if courses classified
as fully online (distance learning course) meet the 80% rule, by determining at least
80% of the class, including exams is delivered online.
To determine if the distance learning courses meet 80% rule, we reviewed syllabi for 63
courses from the College of Arts and Sciences and observed all except 3 courses met
the 80% rule. The 3 courses, from the College of Arts and Sciences’ Mathematics
department, required students to appear on campus to take three or more exams, which
did not meet the 80% rule.
Recommendation

FIU Online should:
3.1

Ensure that at least 80% of the direct instruction of the course is delivered
online in order to meet the distance learning course requirements.

Management Response/Action Plan:
3.1

New Exam Policy for online courses was introduced for Fall 2012 to address
Distance Learning Fee requirements. An audit schedule, consisting of a sample
size of course syllabi, will be implemented to verify course compliance.
Implementation date: June 2013
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4. Accounting and Financial Reporting
The University accounts for self-supporting education programs’ revenues and
expenses through the use of the Auxiliary budget entity. BOG Regulation 9.013, states:
“Each auxiliary service is an individual entity and shall be accounted for as such. . . . all
pertinent institutional revenues and costs shall be assigned to each auxiliary and the
consequent financial results of operations determined.” Accordingly, FIU Online
established an auxiliary department ID to account for its distance learning fee revenues
and expenses. However, we noted that some of its expenses were paid by another
college as follows:
FIU Online Quality Assurance Manager’s salary and benefits totaling $159,528 for the
period June 1, 2011 through December 31, 2012 were paid by the College of Business
Administration (CBA). The Manager was hired as a visiting professor under CBA
Department of Decision Sciences and Information Systems, although her assignment
was with FIU Online. CBA administration informed us that since FIU Online had no
faculty positions, the Manager was hired as a visiting faculty by CBA. CBA also paid
$5,000 to the Manager for moving expense related to move from Maryland to Miami.
CBA has a rental agreement with FIU Foundation for MARC building space and paid
approximately $100,000 for several offices in MARC 210-215, 220-226, 240-245 for the
fiscal year 2011-2012. However, all these offices were occupied by FIU Online.
Recommendations

FIU Online should:
4.1

Ensure that all distance learning fee related expenditures are fully accounted
for in its distance learning fee auxiliary account.

4.2

Reimburse College of Business Administration for the payroll expenses paid
for the Quality Assurance Manager and transfer the Manager to FIU Online
payroll.

4.3

Reimburse College of Business Administration for MARC building rent paid.

4.4

Execute a rental agreement with FIU Foundation for MARC building space
occupied.

Management Response/Action Plan:
4.1

Effective immediately, structure has been put in place to allocate expenditures to
the appropriate activity number.
Implementation date: Immediately
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4.2

Payroll Transfers have been made and funding source has been corrected for
this employee.
Implementation date: Immediately

4.3

FIU Online and College of Business will work on reconciling expenses to ensure
accuracy.
Implementation date: June 2013

4.4

Communication with Foundation to accomplish this began in November 2012.
Lease was executed in March 2013.
Implementation date: Immediately
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5. Payroll Approval
The University’s payroll guidelines require managers/proxies to have first-hand
knowledge of the employee’s hours reported or obtain written confirmation from the
employee’s supervisor of the hours being reported prior to approving the payroll.
We observed that FIU Online tracked all time approvals internally and managers/proxies
reviewed the approved leave request prior to approving payroll.
However, we reviewed time approval records covering pay periods from December 24,
2011 through June 22, 2012, which included 60 exempt employees (1,336 transactions)
and 57 non-exempt employees (5,584 transactions) and noted the following exceptions:





43% of the exempt employees’ payroll hours were automatically approved by the
Payroll Department since FIU Online did not approve them by the deadline;
An employee approved her own time in five transactions;
A subordinate approved her supervisor’s time in five transactions; and
28% of the non-exempt employees’ work hours were automatically approved by
the Payroll Department.

The absence of adequate payroll approval process could result in paying incorrect
amounts to employees and failure to properly report employee availability.
Recommendations
FIU Online should:
5.1

Ensure that employees’ work and leave hours are properly approved by the
supervisor who has knowledge of their work and/or leave hours.

5.2

Ensure employees do not approve their own or their supervisor’s time.

Management Response/Action Plan:
5.1

FIU Online has implemented a Time Off Request system in Sales force. This
provides visibility for employees’ time off request and the ability to select a
delegate to approve on behalf of the supervisor when necessary.
Implementation date: Immediately

5.2

Instance was explained to employee and supervisor.
Implementation date: Immediately
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SECTION II. INFORMATION TECHNOLOGY CONTROLS
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Our review of the Information
Technology controls is divided into
four sections:
1) Systems Security;
2) Network Security;
3) Access Controls; and
4) Business Continuity.
To achieve our IT audit objectives,
we applied the following universally
recognized methodologies and
guidelines:

• Firewall Controls
• Encryption in Transit

• Malware Prevention
• Endpoint Security
• Surplus

1.Systems

2.Network

4.Continuity

3.Access

• Business Impact Analysis
• Plan Coordination
• Plan Testing



The Control Objectives for
Information
and
related
Technology (COBIT) 5.0 Framework; and



The National Institute of Standards and Technology (NIST).

•
• Policies
• Least Privilege
• Segregation of Duties
• Unique Identification

We also applied applicable Florida International University policies and procedures.
Details of our findings and recommendations follow:
1. Systems Security
Systems Security includes malware prevention, endpoint security, and information
surplus security. Preventive, detective and corrective measures should be implemented
and maintained (especially up-to-date security patches and virus controls) on endpoint
devices such as laptops and desktops to protect them from malware, brute force
attacks, and unauthorized access. Endpoint devices, including servers that store
sensitive data should be encrypted; vulnerability assessments should be performed
periodically to ensure the effectiveness of existing information systems security controls;
and surplus systems should be properly disposed. Processes relating to systems
security were generally achieving their intended purpose. Details follow.
a. Malicious Code Protection
Endpoint devices2 may be exploited by malicious code through the use of electronic
mail attachments, web access, removable media, or other common means. To detect
and eradicate these types of endpoint vulnerabilities, FIU Online applies a layered
security approach utilizing the McAfee On-Access Scanner (OAS) module and Microsoft
Malicious Software Removal Tool. McAfee’s OAS service scans files prior to the user
opening them to ensure they are not infected. The Microsoft Malicious Software
2

Endpoint devices can include, but not limited to, laptops, desktops, smart phones, point of
sale terminals.
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Removal Tool is an anti-malware utility that checks computers for infections and helps
remove malware and any other infections found. Whereas an antivirus program blocks
malicious software from running on a computer, the Microsoft Malicious Software
Removal Tool removes malicious software from a workstation already infected.
We tested a sample of 31 endpoint devices (workstations) selected based on their level
of impact to the organization should these devices become infected by malicious code
and noted as follows:


Of the 15 workstations active throughout the audit period, we found:
- Two workstations with 2 months between signature updates (July 2011) and
OAS activation (September 2011);
- One workstation with 7 months between signature updates (January 2011) and
OAS activation (August 2011); and
- One workstation’s OAS not active for 8 months.
These 4 workstations did, however, have the Microsoft Malicious Software
Removal Tool installed and updated.



Of the 15 workstations which were too new to include in the audit period we found
that:
- 13 workstations properly configured both OAS and Microsoft Malicious Software
Removal Tool;
- 1 workstation did not properly install a software update; and
- For 7 workstations, McAfee was implemented 14 days on average after the
installation of the operating system with 2 of the workstations enabling their OAS’
20 and 41 days, respectively.



One workstation did not have McAfee installed.

In addition, 4 of the 31 workstations examined did not have their malicious code
protection mechanisms adequately updated for either 5 or 8 months of the audit period;
2 workstations were missing 20 and 6 security updates; and 6 workstations were
missing Windows 7 Service Pack 1. For malicious code protection mechanisms to
remain effective, signature and definition files should be automatically updated on a
daily or as needed basis.
b. Endpoint Security
In addition to antivirus mechanisms, all 31 workstations have host intrusion protection
mechanisms installed and are also centrally managed by UTS Network Security and
Systems Engineering (NSSE). By being centrally managed, the malicious code
protection mechanisms setting on these workstations are non-modifiable by FIU Online
personnel.
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To mitigate the risk of inappropriate user access through a brute force attack3 a
maximum number of consecutive invalid login attempts is defined and then either
automatically lock out the account for a specified time period or lock out the account
until released by an administrator. The workstations account lockout duration, threshold
and reset parameters were all set adequately to the following configuration:




Account lockout duration: 15 minutes.
Account lockout threshold: 5 invalid logon attempts
Reset account lockout counter after: 15 minutes

Sensitive data spends a majority of time “at rest” whether being stored on a hard drive,
server folder or in a database field. The 4 databases containing sensitive data are fully
encrypted using AES 256 bit encryption. However, there was one folder that contains
sensitive data that is not encrypted. Also, 8 of the 31 workstations hard drives were not
encrypted.
To ensure the effectiveness of the FIU Online security controls, according to NIST
sp800-53A Rev.1 RA-5(9).1, an independent agent or team should conduct a
vulnerability analysis on the information systems to determine the exploitability of
identified vulnerabilities. Although the FIU IT Security Office performs daily port scans
and is notified of any network port modifications performed, vulnerability scanning of
FIU Online Information systems has not been performed since 2008.
c. Information Surplus Security
The FIU Security website (http://security.fiu.edu/Pages/mediasan.aspx#) states that the
UTS Media Sanitization Department removes data from information systems storage
devices using the Department of Defense (DoD) standard. The DoD standard
incorporates a 7 pass overwrite action on the storage media to eradicate all data
present. Degaussing or an Electromagnetic pulse (EMP) will destroy the storage device
and for extreme situations a breaker tool is applied to physically destroy the storage
drive in totality.
Prior to disposing or releasing control of its information systems, a FIU Online Program
Technology Specialist contacts the UTS Media Sanitization Department. The
communication between the two departments detailed where the hard drives were
located for pickup but not from which information systems’ user or the total amount that
were being sent to surplus. The UTS Media Sanitization Department has an informal
process when classifying the sensitivity of the sanitized University information systems
and the decision to either destroy or repurpose hard drives is based on their type and
size. The UTS Media Sanitization department tracks the storage drives status and
documents whether the storage drive is degaussed, transferred, or returned.

3

A repeated attempt to inappropriately access data through the use of different login
credentials over a brief period of time.
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We reviewed 57 items and with the assistance of FIU Online staff reconciled UTS media
sanitization reports to FIU Online’s write-off list. This disclosed that there were 8 stolen
laptops, which obviously were not sanitized. Of the stolen laptops six were supported
by police reports. These stolen endpoint devices increase the risk of unauthorized
disclosure of sensitive information.
Recommendations
FIU Online should:
6.1

Work with the IT Security Office to ensure that all workstations are not
infected by malicious code and perform periodic vulnerability scans in the
future.

6.2

Update all workstations to the operating system’s current service pack.

6.3

Work with the UTS Network Services Department to ensure that all folders
and hard drives of the workstations are encrypted.

6.4

Work with the UTS Media Sanitization Department to classify the sensitivity
of the information systems that are sent to surplus along with the total
number of devices and reconcile the total number of sanitized information
systems.

6.5

Follow appropriate measures for information systems that were stolen.

Management Response/Action Plan:
6.1

We are under the University Active Directory and also the McAfee ePolicy
Orchestrator (ePO) software which centralizes and streamlines management of
endpoint, network, and content security. This helps the IT Security office, push
security updates and pinpoint if our workstations are infected. They then contact
us to make us aware of the infections so that we can clean the workstation. We
will also be performing periodic vulnerability scans.
Implementation date: Immediately

6.2

We have immediately commenced to perform a check on all of our machines to
ensure that all operating systems have the current service packs.
Implementation date: June 2013
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6.3

We currently have worked with the Division of IT in installing Data Loss
Prevention (DLP) and Encryption on our workstations. These services will
minimize the risk and exposure of sensitive data by encrypting the hard drive (all
files contained on the workstation) to prevent unauthorized use by others. We will
double check all machines to ensure that the DLP has been installed.
Implementation date: September 2013

6.4

We have worked with the UTS Media Sanitization Department in order to
reconcile the total number of sanitized information systems. Although protocol
was followed, we will ensure that the process is documented and filed.
Implementation date: Immediately

6.5

We have implemented a new electronic filing system for the paperwork
commencing immediately.
Implementation date: Immediately
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2. Network Security
Network security includes defining and protecting internal and external boundaries,
limiting access points to the boundaries through the use of firewalls and intrusion
protection systems. Firewall rules should be configured by default to deny all and
access through the firewalls should be approved with supporting documentation.
Sensitive data should be encrypted in transit and when transported outside of controlled
areas.
a. Firewall Controls
The internal and external boundaries of the FIU Online Program and the Amazon Web
Services Cloud (AWS) are defined by firewalls on both sides. Firewall access is jointly
managed between UTS and FIU Online through the use of firewall rules. There are a
total of 97 ingress4 firewall rules and no egress5 rules. The AWS outbound Allow All
configuration does not restrict the ability to launch denial of service attacks against other
information systems or data leakage from within the AWS network. There are 7 ingress
and 28 egress firewall rules established on the UTS firewall. In addition, an intrusion
protection system is implemented between the UTS and AWS firewalls to help protect
the network from unusual or unauthorized activities.
FIU Online and AWS ingress network firewall rules adequately limit the number of
access points between the information systems environments. However, the AWS
egress network traffic is inappropriately configured to “Allow All” and instead should be
limited only to management approved outbound network connections.
As an added layer of network security, daily port scans of the AWS are automatically
performed by the FIU IT Security Office. The results are reviewed and a determination
is made by the Assistant Director of IT Security whether action needs to be taken.
b. Encryption in Transit
There is an automatic data parsing process which moves data from the FIU Online
Server to the AWS. Identified sensitive data residing within a folder on the Server folder
is encrypted while in transit to the AWS database. A Virtual Private Network (VPN)
connection is necessary to connect to the databases when outside of the FIU Online
network environment. Access to the databases is jointly managed by 2 UTS Network
Security and System Engineering and 1 FIU Online users where there are presently 8
users with VPN access. Sensitive data is adequately protected on the network while in
transit.

4

Data arrival into information systems.

5

Data departure from information systems.
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Recommendation
FIU Online should:
7.1

Work with UTS Network Security and System Engineering to review and
appropriately limit Amazon Web Services Cloud egress network traffic.

Management Response/Action Plan:
7.1

We will work with university network team to take appropriate measure to limit
egress traffic.
Implementation date: June 2013
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3. Access Controls
Access controls reviewed include policies, least privileged access, segregation of
duties, and unique identification and authentication. User identity and logical access
should be managed to ensure that all users have information access rights in
accordance with their business requirements. User roles, responsibilities, and
segregation of duties need to support the business process objectives.
a. Policies

Database

According to NIST AC-1.1(i)(ii), Access Control Policies should be
developed and formally document the policy’s purpose, roles
and responsibilities, legal and regulatory guidelines, and a
defined frequency to policy reviews and updates. The FIU
Online IT Operational Handbook contains the policy’s
purpose along with roles and responsibilities. Missing
from the Handbook is any mention of legal and regulatory
guidelines or a defined frequency that the policy is
reviewed and updated.
Application
b. Least Privileged Access
According to COBIT 5.0 DSS05.04.01 and DSS06.03.03,
user access privileges should be allocated and maintained
based on what is only required to perform their job activities,
business functions and process requirements. The FIU
Online production environment contains application developers,
consultants, and a terminated employee with administrator access. The
application and consultant user accounts are to be expected as part of
the process of moving to an entirely new information systems cloud
environment. Also, there are generic user accounts on specific
folders, databases, application servers, and workstations. Over time,
generic user accounts are known to individuals whom no longer need
this access and increases the risk of unauthorized access to
sensitive data.

Workstation

c. Segregation of Duties
Segregation of Duties controls are built-in to the frontend Blackboard application, which
checks for user role conflicts and expired temporary access accounts. Controls are in
place to disallow anyone enrolled in a course as a student to obtain access as a
designer or instructor. Support staff members who are also students are allowed
temporary access to courses in order to perform their job duties. A query is run 4 times
a day to remove all temporary user access. On the backend information systems that
provide data to the Blackboard application, there are 5 Application Developers, 2 Web
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Designers, and 2 consultant user accounts with administrative privileges which have the
ability to circumvent Segregation of Duties security controls in place.
d. Unique Identification and Authentication:
150 of 181 active user accounts tested are uniquely identifiable. There are two
databases and one folder containing sensitive information have a high percentage,
55%, 93%, 34%, respectively, of non-unique user accounts. Non-unique user accounts
increase the risk of unauthorized access and decreases the effectiveness of
segregation of duties controls.
Each of the 31 workstations tested had at least one local user account with
administrative privileges. Also, 12 of them have multiple local administrator accounts
including one with the Associate Director of University Computer Systems.
To mitigate the risk of unauthorized workstation access, FIU Online workstations
password parameters group policy, which includes password history, maximum age,
and password length, is adequately configured. However, the current minimum
password age setting provides users with the ability repeatedly change their passwords
to get around the enforced password history and reset their original password. Also, the
password complexity requirement is not enabled and does not ensure that passwords
meet basic strong password requirements.
Recommendations
FIU Online should:
8.1

Work with the FIU Compliance Office to determine if there are any legal or
regulatory guidelines to be included in the IT Operational Handbook.

8.2

Document a frequency of the IT Operational Handbook being reviewed and
updated.

8.3

Remove terminated user accounts; disable application developer, web
designer and consultant user accounts in the production environment.

8.4

Review and rename or disable non-unique user accounts where applicable.

8.5

Review the workstations with generic local administrator accounts and either
remove or rename them to uniquely identifiable user accounts.

8.6

Increase the minimum password age and enable password complexity
requirements.

Page 37 of 40

Management Response/Action Plan:
8.1

We will work with the Compliance Office to determine if we have all the correct
information and add any compliance items as recommended to our IT
Operational Handbook.
Implementation date: July 2013

8.2

Every November we will review and update the IT Operational Handbook.
Implementation date: November 2013

8.3

Going forward our termination process will ensure that employees with privileged
access are removed. This will be done on several levels such as server user
accounts by disabling account, removing access rule from server firewall and
access from network firewall and VPN IP address firewall, if applicable.
Implementation date: Immediately

8.4

We will review all non-unique user accounts.
Implementation date: Immediately

8.5

We will immediately remove all local admin user accounts from all our
workstations.
Implementation date: Immediately

8.6

All our workstations are on University Active Directory from which these policies
are managed. We are currently following the University’s password policy.
Implementation date: Immediately
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4. Business Continuity
According to COBIT DSS04.04, the Disaster Recovery Plan should be tested against
predetermined outcomes on a regular basis and allows innovative solutions to be
developed to verify over time that the plan will work as anticipated.
a. Business Impact Analysis
A business impact analysis enables the IT department to: identify activities and
materials involving sensitive information that are critical to business operations; identify
alternative methods to critical services or operations that support those processes; and
define allowable disruption tolerances to those operations, materials, or services. The
current business impact analysis is performed informally by the FIU Online. It maintains
a spreadsheet list of the systems that are critical to the operations and those containing
sensitive data. The primary vendor’s operation manual lists the specific application and
database systems used by the FIU Online and states that the FIU Online would not be
severely impacted by the loss of a single application server and in the event of declared
disaster the primary failover contains mirrored production data. Should the vendor’s
primary failover become inoperable the secondary backup contain data that is one day
old. However, the absence of a formal business impact analysis decreases the
Continuity of Operations Plan’s overall effectiveness.
On November 19, 2011, the backend production database operations were moved to
the cloud. The service level agreement states that the vendor will make reasonable
efforts to maintain an uptime of 99.95%6 during the service year.
b. Plan Coordination
Blackboard testing was coordinated between the Blackboard Hosting Manager and FIU
Online Application Support Specialist. The Disaster Recovery site was available for 12
hours where tests were performed by the Learning Management System Administrator
and Application Support Specialist, but not all key personnel on exams. Testing should
be coordinated with key personnel responsible for the plan’s execution to ensure its
effectiveness.
c. Plan Testing
Testing was performed on August 11, 2011, which lasted approximately 4 hours. The
actual testing performed during the exercise and their related results were informally
documented by sending an email from the Application Support Specialist who
performed the testing to the Associate Director stating that the tests were successful.
However, the narrowed focus of creating exams and the lack of formal test scripts and
results reduce the effectiveness of disaster recovery testing and do not ensure that all
departments are adequately covered in the event of a disaster.
6

Calculated downtime of 4.38 hours a year.
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Recommendations
FIU Online should:
9.1

Perform a formal business impact analysis for all critical business operations
to ensure the effectiveness of these strategies to recover critical services
and processes.

9.2

Include the disaster recovery plan’s key personnel during testing to ensure
the plan’s effectiveness.

9.3

Formalize test scripts and results.

Management Response/Action Plan:
9.1

We will perform a business impact analysis for all critical business operations.
We will annually reassess critical items to test.
Implementation date: November 2013

9.2

Primary and secondary point of contacts are documented on the test plans, we
will review and update as needed.
Implementation date: July 2013

9.3

We will review existing test scripts, update as needed and documents with
results.
Implementation date: November 2013
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