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OBJECTIVES, SCOPE, AND METHODOLOGY
The objectives of our audit of The Wolfsonian-FIU Museum (“Museum”) were to
ensure that:
(a)
(b)
(c)
(d)
(e)
(f)

art collection and other inventory procedures and records were adequate;
the art collection was properly maintained and safeguarded;
insurance coverage for the art collection was sufficient;
payroll and other expenditures were appropriate;
gift shop inventory procedures were adequate; and
information technology risks were mitigated.

Our audit included all of the Museum’s revenues and expenditures, as well as its
Foundation accounts, for the period from July 1, 2011 through June 30, 2012. The
audit was conducted in accordance with the International Standards for the
Professional Practice of Internal Auditing, and included tests of the accounting
records and such other auditing procedures as we considered necessary under the
circumstances. Audit fieldwork was conducted from August 2012 to February 2013.
During the audit, we reviewed University policies and procedures, Florida statutes,
and University rules, observed current practices and processing techniques,
interviewed responsible personnel, and tested selected transactions. Sample sizes
and transactions selected for testing were determined on a judgmental basis.
An internal audit of the Museum was last conducted in 2005. There were no
external audit reports issued with applicable prior recommendations related to the
scope and objectives of this audit. During the current audit we observed repeated
findings from our earlier audit, which we have highlighted in the applicable sections
of this report.
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BACKGROUND
The Wolfsonian, Inc., a Florida not-for-profit corporation, and f/k/a the Wolfsonian
Foundation, Inc., was established in 1986 to create and operate a museum and
research center in Miami Beach, Florida, and to support a comprehensive program
focused on the collections, exhibition, interpretation, preservation, research and
publication of the decorative, design and architectural arts. Effective July 1, 1997,
the Florida International University Foundation, Inc. (“FIU Foundation”) and the
University entered into a gift agreement with Mitchell Wolfson, Jr. and the
Wolfsonian, Inc., whereby Mr. Wolfson Jr. agreed to donate all title and interest in
and to all objects constituting “The Mitchell Wolfson, Jr. Collection of Decorative
and Propaganda Arts,” and The Wolfsonian, Inc., donated its assets including 1001
Washington Avenue, subject to certain terms and conditions.
As a result of the gift agreement, the Wolfsonian, Inc. amended its articles of
incorporation and bylaws to provide that all of its directors be appointed and
removed at any time with or without cause by the FIU Foundation, with the intention
to effect a transfer of complete control of the assets, interests and obligations of the
Wolfsonian, Inc. to the FIU Foundation. After the gift agreement, the operation of
the Museum, formally operated by the Wolfsonian, Inc., became an academic unit
of the University reporting directly to the Provost, and is referred to as the
“Wolfsonian-FIU”. Subsequent to implementing the gift agreement, employees of
the Wolfsonian, Inc. became University employees.
The Museum currently oversees the Mitchell Wolfson, Jr. collection of nearly
147,000 objects of art and rare books dating from the late nineteenth to the midtwentieth century. Through a series of academic study and fellowship programs,
national and international traveling exhibitions, and scholarly initiatives, the
Wolfsonian-FIU promotes public education and awareness of the social, historical,
technological, political, economic, and artistic material culture of Europe and
America in the 1885-1945 periods. The Museum was accredited by the American
Association of Museums (AAM) in 2006 for a period of ten years, which has since
been extended through 2019.
In March 2004, the University completed the purchase of a previously leased
warehouse known as the Annex, for $892,000, less $132,250 in rent credits
previously paid for by the Museum. A significant portion of the art collection is
stored there.
We identified 39 accounts with activity under the direction of the Museum, including
those at the FIU Foundation, totaling $2,836,202 in revenues and $4,037,211 in
expenditures, subsequent to consolidation, for the fiscal year ended June 30, 2012.
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FIU-Wolfsonian Museum
Results of Operations (Consolidated)
Fiscal Year Ended June 30, 2012
REVENUES:
Contributions
Contracts and Grants
DSO Non-Operating Revenue
Sale of Goods
Private Revenue
Ticket Sales
Rental Income
Transfers In – within University
Other Income (Loss), net
Total Revenues
EXPENDITURES:
Salaries & benefits:
Staff salaries & benefits
OPS - temporary employment & benefits
Administrative & Faculty overload
Other Earnings
Total Salaries & Benefits
Operating expenditures:
Contractual Services
Transfer Out – within University
Materials and Supplies
Catering and Events
Travel
Miscellaneous
Telephone Equipment
Insurance
Overhead
Postage
Operating Capital Outlay
Tuition, Stipends, Scholarships
Repairs and Maintenance
Purchased Utilities
Total Operating Expenditures

$ 1,266,481
694,229
512,783
163,019
109,595
81,057
36,053
1,280
(28,295)

45%
24%
18%
6%
4%
3%
1%
(1)%

$ 2,836,202

100%

$ 2,409,228

60%

$ 2,166,983
180,854
47,404
13,987

$ 584,549
397,673
174,206
133,289
118,230
70,476
52,308
34,697
19,386
14,090
11,881
7,049
5,170
4,979

Total Expenditures
Net Deficit Funded From FIU General Fund1

14%
10%
4%
3%
3%
2%
1%
1%
1%
1%

$ 1,627,983

40%

$ 4,037,211

100%

$ (1,201,009)

(30%)

Source: General Ledger/University and Foundation accounts consolidated

1

The Museum’s Director pointed out that the E&G allocation has steadily declined since FY 2006.
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FINDINGS AND RECOMMENDATIONS
Financial controls were generally adequate but the Museum operates a redundant
financial system parallel to the one required by the University. Process controls and
compliance with policy and procedures were also generally followed but with
significant weaknesses in access and segregation of duties controls relating to the
collection and corresponding record keeping. While our limited inventory tests did not
disclose anything of significance missing there was a lack of adequate routine
inventory procedures, which would ensure that the collection is fully intact.
The poor physical condition of the Annex building, where most of the collection is
stored, poses a risk to the preservation of the collection. The Museum Shop, an
auxiliary operation, has lost money in four of the last five years. There are also some
opportunities to strengthen the IT controls, but otherwise IT risks were generally
mitigated.
CRITERIA
Process Controls
Policy &
Procedures
Compliance
Effect
Information Risk
External Risk
CRITERIA
Process Controls

INTERNAL CONTROLS RATING
SATISFACTORY
FAIR

INADEQUATE

x
x
x
x

x
INTERNAL CONTROLS LEGEND
SATISFACTORY
FAIR
Effective

INADEQUATE

Opportunities
exist to
improve
effectiveness
Noncompliance
Issues may be
systemic
Impact on
outcomes
contained

Do not exist or are not
reliable

Systems produce
incomplete or
inaccurate data which
may cause
inappropriate financial
and operational
decisions
Severe risk of damage

Policy &
Procedures
Compliance

Non-compliance
issues are minor

Effect

Not likely to impact
operations or
program outcomes

Information Risk

Information systems
are reliable

Data systems
are mostly
accurate but
can be
improved

External Risk

None or low

Potential for
damage
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Non-compliance
issues are pervasive,
significant, or have
severe consequences
Negative impact on
outcomes

(page intentionally left blank)
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SECTION I. COLLECTION CONTROLS
1. Collection Controls
The Museum’s collection is comprised of 147,000 objects of art and rare books
dating from the late nineteenth to the mid-twentieth century. While all the books
and some of the objects of art are stored in the main Museum building, the vast
majority of the objects collection is stored in the Museum’s Annex building. The
Annex building is a 1926-built structure which is unmanned but secured by an alarm
connected to a central station. At the main Museum building security guards roam
the halls, cameras capture most of the activity, and guards check employees’
belongings upon leaving. However, the Annex building does not have the same
level of controls.
Ten employees have access to the Annex building via keys that they must sign-out
from the Security desk at the main Museum building. This includes maintenance
staff members, which enter the building without supervision. However, once the
employees have the keys there are no controls to prevent or detect the theft of any
object of art. Physical inventories are not routinely performed. In addition, two
employees who have access to the building also have the authority and access
enable them to adjust the collection inventory records. Thus, works of art could be
removed without detection or identification of who was responsible for the removal.
Although the Museum states that it conducts inventories on parts of the objects
collection, mostly by way of pulling random objects for very specific purposes, a
systematic inventory process has not been established. A systematic approach to
conduct inventories should be developed in order to, at minimum, provide collection
accountability, but such a process could also be used to provide information for
insurance purposes, security, and alert staff to possible conservation and
preservation needs.
Objects Inventory Observations
We tested 50 objects in the Objects Re: Discovery database. The objects were
located both at the main Museum building and at the Annex. Our observations
follow:


Two objects were recorded as being at the Museum but in fact were at the
Annex.



Six objects’ counts were found to be in error, ranging from finding 11 more
items to 4 less.
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In five instances object accession numbers2 did not match the numbering on
the actual items necessitating a cross-reference to properly identify them.

Library Inventory Observations
We selected 25 items to test and accounted for all 25, including one book on loan.
We also noted that controls appear to be effective in preventing theft of library
books by visitors. However, detection controls are weak since no physical inventory
is conducted. Thus, missing items would only be discovered when it was searched
for.
Recommendations
For the Museum:
1.1 Individuals with access to change inventory counts should not have
unsupervised access to the collection unless mitigating controls are put in
place, such as creating edit reports of changes to the inventory, which are
reviewed by supervisors.
1.2 Routinely perform a physical inventory of the collection, including the
Library.
1.3 Promptly update inventory record when objects are moved from one
location to another.
1.4 Ensure that object accession numbers in the database match the actual
item’s accession number.
Management Response/Action Plan:
1.1

The individual ultimately responsible for the legal and physical stewardship of
the collection is the Chief Registrar, who routinely requires unsupervised
access to the collection. This is common museum practice, but we
acknowledge that ideally we would have two people in storage at all times.
Given that the current size of our staff won’t allow for this, we will run random
audit trail reports to be reviewed by the Deputy Director for Collections
Preservation and Access.
Implementation date: June 2013

1.2

2

The Museum will review Section 8 of its Collections Management Policy and
develop and implement a realistic strategy for routine inventories of both the
object and library collections, most likely on a rolling basis given the current
staff capacity. The Museum’s new strategic plan calls for the staged addition
of object collections and library staff beginning in late 2013 who can assist in
rolling this out. The next wall-to-wall inventory of object collections will occur
Accession numbers are unique numbers given to each new acquisition (or group) as it
is entered in the Museum’s database system.
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with the renovation of the storage Annex, at which time the building will need
to be vacated (see response to 2.1).
Implementation date: January 2014
1.3

It is the policy of the Registration department to update the location field in
Re: Discovery as soon as possible after Object Tracking, Building Transfer,
and Incoming/Outgoing receipts are issued. We will continue to do so and
make every effort to update Re: Discovery within a week of completing the
paper forms.
Implementation date: Implemented

1.4

The Registration staff currently makes every effort to ensure that object
accession numbers in the database match the physical object and paper
records. When a discrepancy is identified, it is corrected immediately in Re:
Discovery. During routine collections activities and inventories, any additional
instances of this will be discovered and the database updated immediately.
Implementation date: Implemented
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2. Annex Building
As was the case during an audit we performed in 2005, the Museum’s Annex
building, in which the majority of the collection is stored, did not appear to be
adequately maintained. Approaching the Annex
entrance one could see the deteriorating exterior
conditions of the Annex. Stucco around the window
frames was coming undone and some of the wood
frames themselves were rotten. During our walkthrough we noted the walls appeared to contain water
stains and there was falling stucco and exposed rebar.
Windows were covered with plywood and there is no
backup power generator. In the event of a prolonged
electrical failure, the collection may be at risk due to
exposure to heat and humidity.
Notwithstanding, in 2012, an engineering
structural analyses of the building was
conducted which reflected that its overall
condition was “fair to good.” However, it
stated that water intrusion and structural
spalling and deterioration were the major
items
noted
requiring
correction.
Additionally, indoor air quality and humidity
control was noted as needing remediation.
The report specifically addressed the
following findings, which in our opinion
may affect the long term preservation of
the collection:


Exterior windows (1st, 2nd, and 3rd floors) – existing
window units and surrounds were corroded
compromised and are allowing water intrusion into the
structure. Window replacement and perimeter opening
structural repairs to the damaged masonry and cement
stucco was recommended.



Exterior doors (all 1st floor and roof area doors) –
Exterior stucco, concrete delamination, reinforcement
corrosion and wall cracking were noted, as well as
door frame corrosion. Door, frame and envelope
repairs are required along with adjustment to doors
and hardware and component maintenance and
refinishing.
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Perimeter wall areas – Structural cracking and concrete plaster delaminating
was noted. Structural repairs to the existing plaster and masonry wall system
are required to prevent further water intrusion.

Recommendations
The Museum should:
2.1
Collaborate with Facilities Management to determine what actions, if
any, can be taken to correct the identified issues.
2.2
Consider the merits of backup power capability to safeguard the
collection stored at the Annex from damage in the event of prolonged
power loss.
Management Response/Action Plan:
2.1 - 2.2 The Museum has requested to meet with Facilities Department
leadership by May 15 to establish a plan and timeline.
Implementation date: May 2013
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3. Collections Database
We reviewed and tested the objects’ Re: Discovery database. This database is the
recordkeeping repository for all of the museum’s object items. It includes over
31,100 accession numbers, with each accession number containing varying counts
of the number of individual items within the accession number, ranging from -3 to
898 items. The total count of individual items was 51,279, excluding the 115 items
discussed below. Included in the database were also 438 accession numbers of
objects not belonging to the Museum but in its possession, of which 425 properly
reflected a zero count.
Our review of the database found errors that require correction:







Two accession numbers had a negative count (-3 and -2, respectively).
Four accession numbers had a zero count.
Thirteen accession numbers for objects not belonging to the Museum with
counts totaling 17.
Fifty six accession numbers were identified in the “Term” field rather than the
“Location” field where they belonged.
One hundred seventy two accession numbers had no location or count. Fifty
four of these items had a count (of 1) in the “Name” field, and had the
location (of Annex) in the “Object #” field.
Three accession numbers had their description in the “Count” field, and the
count in the “Location” field, and the location in a blank field. The remaining
115 accession numbers remained without a count.

We made the same observations in the 2005 audit. Errors in the database can lead
to items going missing and not being detected; items not found when needed; and
to improper reporting results.
Recommendation
3.1

The Museum should ensure that the inventory data for the objects
collection in the objects’ Re: Discovery database is accurate, complete,
and current.

Management Response/Action Plan:
3.1

The Museum makes every effort to ensure that the data in Re: Discovery is
accurate, complete, and current given the capacity of the current staff. It
must be acknowledged, however, that collections cataloging is on ongoing
process and never ‘complete’ in any museum; it can always be improved.
Given the particular history of our database, and given the current staff size,
we have applied for an IMLS grant to focus on retaining staff for cataloging
and clean-up of a core set of fields.
Implementation date: September 2013
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4. Collections Insurance
The University has annually insured the collection at the Museum through an allrisks insurance policy covering the collection and temporary loans at the Museum
and the Annex ($50,000,000); at any other unnamed location ($12,500,000); intransit on any one conveyance ($12,500,000); and in one loss or disaster
($50,000,000). The premium for the policy is $35,000. The basis for valuation is
current market value.
Industry best practices do not call for maintaining 100% coverage at full value,
especially in cases such as ours where there are priceless objects. Determining
what amount to cover is based on various criteria, and the likelihood that any
incident will or will not occur. The American Association of Museum states that
“museums usually purchase blanket coverage for an amount less than the full value
of the collection. The insured value is often determined by calculating “maximum
probable loss” – the estimated amount of financial loss that would occur in a single
event that did not destroy the whole collection.”
Museum personnel stated, “…this is not catastrophic coverage. It is not intended to
replace the collection in the unlikely event that some events were to affect all of our
facilities simultaneously. Even if we insured for a full estimated value of the
collection, the collection is irreplaceable. It’s only intended to replace singular (or a
few) items that might be lost or damaged, to cover borrowed works, and to cover
works in transit. In these cases, proceeds would allow us to acquire some other
work relevant to our collection, but duplicates don’t exist.”
Neither the Library nor Objects collection databases provide a value for the entire
collection. Best practices would dictate that when determining the level of
coverage, an informed decision be made taking into consideration the Museum’s
particular circumstances: the types of risks facing its collections, the level of riskpreventive techniques currently in place, and the resources of the Museum.
However, insurance as a rule should be the last resort for the Museum.
Prevention, rather than reimbursement, should be the primary goal. Nonetheless,
other than a 2006 memorandum discussing certain factors, there does not appear
to be any recent documentation reflecting management’s review of the adequacy of
the insurance coverage, in relationship to possible changes in the collection’s
valuation over time. The Museum’s Emergency Management Plan calls for, Risk
Management to be involved in the process of reviewing the insurance policy.
However, Risk Management has not reviewed the policy beyond assisting with the
selection of the broker, which was made through a Request for Proposal (RFP).
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Recommendation
4.1

The Museum should periodically document the adequacy of insurance
coverage in consultation with Risk Management.

Management Response/Action Plan:
4.1

Although Section 14.01 of the Museum’s Collections Management Policy
does not stipulate the process for the review of current insurance needs, in
accordance with FIU policy, every three years the policy is reviewed in
consultation with Risk Management when the broker contract is put out for
bid. The Museum will revise Section 14.01 of its policy in September 2013
and more thoroughly document the decision making process in 2015 when
the policy next renews.
Implementation date: September 2013
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SECTION II. FINANCIAL CONTROLS
5. Museum Shop
The Museum Shop maintains items in a wide range of price points from modern to
contemporary design that complements the Museum’s collection of communication
arts, architecture and design, industrial design, and political propaganda.
The Museum Shop generated sales of approximately $160,000 which resulted in a
net loss of $56,000 for the year ended June 30, 2012 and had an inventory valued
at $253,000 at cost. An analysis of net income (loss) for the last five years reflects
that the Museum Shop has generated losses in four of the five years totaling almost
$120,000.

As an auxiliary operation, the Museum Shop should be managed as a selfsupporting activity and should, at minimum, produce break-even results. The Board
of Governors’ Rule 9.013, Auxiliary Operations, states, “These activities shall
support the educational endeavor of the institution and enhance its functioning;
therefore, they shall not detract or distract from the basic endeavor in any way,
financially or otherwise.”
Inventory Count
The Museum Shop maintains its inventory on a perpetual basis with no physical
inventory having been performed for some time. We selected 27 products with
extended unit costs of $1,000 or more for physical count. This resulted in a
selection of $113,317 worth of inventory items representing 45% of the total store
inventory.
Many of the selected items were stored in the Annex. The Museum Shop Manager
had no direct access or control over them and in most cases had never seen the
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items in storage. Because we too were unable to observe those items, we limited
ourselves to those items, which were either located in the Museum Shop itself or
within the main Museum building.
As a result, we counted and/or accounted for (via sales/purchases subsequent to
July 1, 2011) 9 products, 4 of which resulted in count differences ranging from 5 to
87 items. We were told that some of these differences were because those items
were likely stored at the Annex. Thus, our testing was inconclusive.
Inventory Turnover
Many of the items had been in inventory for a lengthy period of time. The 27
products selected for testing had a dollar-value weighted average of 7.2 years, i.e.,
45% of the total inventory has been in stock for over 7 years on average.
The reason for the low turnover was not apparent. Many items of high quality, but
not specifically branded with the Museum’s name, appear to be items that could
likely be purchased at a high-end retail shops. Over-stocking, purchasing items not
suited for the Museum’s clientele, pricing structure, may have all contributed to the
low turnover.
Recommendations
The Museum should:
5.1 Develop a financial plan for the Museum Shop to break-even.
5.2 Conduct yearly physical inventories and reconcile differences with the
perpetual inventory.
5.3 Formulate a strategy to significantly increase turnover and reduce
inventory.
Management Response/Action Plan:
5.1

We agree that a financial plan is necessary to enable the Museum shop to
function, and at minimum to break even. We are in the process of hiring a
Deputy Director for Business Affairs. The new Deputy Director will examine
the current business and develop a plan for net revenue.
Implementation date: December 2013

5.2

We conduct a yearly inventory on items that are located primarily at The
Wolfsonian-FIU, 1001 Washington Avenue location. We are aware that we
need to also conduct a physical inventory count at our other location. Due to
the high volume and difficulty counting large pallets at our separate location,
this has been a difficult task to administer solely by shop staff. We are
working to find a suitable solution and plan on enlisting other staff in order to
physically count the large abundance of books and posters. Furthermore, we
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also plan on hiring a publications manager within the next few years that can
help keep inventory of these catalogs that are offsite. The new Deputy
Director for Business Affairs will be asked to address this issue.
Implementation date: June 2014
5.3

Part of our financial plan will include a strategy on reducing inventory. We
are aware that many of the items we have in inventory have been around for
too long. This is something that we really need to address and believe with
the new Deputy Director we can come up with solutions. Many of the items
that have been in stock for over 7 years, like exhibition catalogs, are printed
in large quantities. We also have large donations of books that need to be
addressed. One way to reduce these items from the shop inventory is by
creating a separate inventory on catalogs and journals and sell these items
at a reduced rate. Items that are not books and have been in inventory for a
long period of time and have not sold at reduced rate can be taken out as
shrinkage. A solution to reduce inventory that is not in demand will be
determined by the new Deputy Director.
Implementation date: June 2014
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6. Expenditure Controls
The Museum has 39 budgetary accounts from which over $4 million in expenditure
activities occurred. One hundred fifty three transactions, totaling $1.2 million were
tested. These included expenses paid: (a) for general and grant expenditures; (b)
for credit card and travel; and (c) through the FIU Foundation:
(a)

General and Grant expenditures - 48 transactions, totaling $449,395, were
from general sources and grant expenditures. All 48 transactions were
properly processed and were appropriate.

(b)

Credit card and travel expenditures - 70 transactions were tested, totaling
$119,157, of which 38 were credit card transactions, totaling $42,486 and the
remaining 32 transactions, totaling $76,671, were processed through the
Travel & Expense Center in PantherSoft covering a total of 15 travel
authorizations:

(c)

3



Credit Card transactions - Departmental Card Guidelines and Procedures
Manual Section 3.18 states, that, “Upon delivery of the order and a
receipt/invoice, the Cardholder will need to document the receipt of items
or services by: Signing3 and dating the receipt or other supporting
documentation as proof of delivery.” Thirty-four transactions, totaling
$26,801 were paid without evidence of the receipt of goods and services.



Travel expenditures:
i.

According to the FIU Travel and Other Expenses Manual Section
B, “After the Travel Authorization (TA) is approved; you can
proceed to make travel arrangements.” However, 11 travel
transactions, totaling $10,932, were not pre-approved. In another
instance travel costs of $1,175 were not approved by authorized
personnel.

ii.

According to the FIU Travel and Other Expenses Manual Section
B, “The expense report should be submitted within five (5) days
and not later than thirty (30) days after the completion of the trip.”
Twenty-four travel transactions, totaling $17,791 were submitted
from 38 to 132 days after the completion of the trip.

iii.

Four travel transactions totaling $4,303 were not properly
classified.

Foundation expenditures: The Museum incurs certain expenses, which are
either reimbursed through the Museum’s Foundation accounts or are paid
directly by the Foundation. A total of $792,803 was reimbursed and the

The signature requirement has subsequently been removed from the guidelines.
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Foundation paid vendors directly, out of its own accounts, $579,443. Thirtyfive transactions, totaling $628,880 were tested. With the exception of the
following two relatively minor transactions, all were accounted for properly:


One transaction, totaling $1,426, represented a reimbursement from the
Foundation to the Museum based on a voucher without the required
supporting documentation attached.



Two Museum transactions, totaling $1,209, were misclassified.

Recommendation
6.1

The Museum should ensure that all expenditures are properly classified,
fully documented and timely and appropriately submitted and approved.

Management Response/Action Plan:
6.1

We will ensure that TA approvals will be obtained before travel arrangements
proceed. We will review the TranData and try our best to have all
expenditures properly classified (the Wolfsonian staff is not in charge for
journals posted in the system).
Implementation date: Immediately
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7. Financial Systems
In addition to the University’s PeopleSoft system, the Museum maintains a separate
proprietary accounting system, Financial Edge, which is used to account for projectbased revenue and expenditure streams. This necessitates the Museum’s Business
Office staff to enter all related data into each system and reconcile any differences
monthly. The process is redundant and time-consuming, as the three Business
Office employees may spend from 20 to 40% of their time using Financial Edge.
Although we appreciate the reporting benefits derived using Financial Edge,
exclusive use of the University’s system may provide cost savings opportunities,
which outweigh the benefits.
Recommendation
7.1

The Museum should work with the Controller’s Financial Systems &
Support Services Unit to develop the necessary financial reports from
PantherSoft Financials with a view towards reducing costs and being
more efficient.

Management Response/Action Plan:
7.1

We will request a meeting with the FIU Foundation and the FIU Controllers
Office by June 1 to request assistance in developing a Museum module to
reduce redundancy and improve efficiencies, with implementation projected
for June 2014, based on the availability of the Controller’s unit to help.
Implementation date: June 2014
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8. Agency Funds
The Museum maintains an agency fund4 to receive and disburse funds for the
Alliance Annual International Trip. The trip enables Museum members to travel to
and view significant international exhibitions and private collections. A travel agency
is engaged by the Museum for the arrangements.
In 2012, the annual trip for members cost $6,500 for individuals and $10,000 for
couples. In order for non-members to participate they were required to become
members by paying a discounted membership fee of $3,000 for an individual and
$5,000 for couples. On two separate occasions the Museum inappropriately paid a
total of $42,100 in University funds to pay the travel agency in advance of receiving
the participant travelers’ funds. While the Museum eventually reimbursed the
general fund it put University moneys at risk.
The Museum recognized the required membership payments, totaling $8,000, from
one individual and one couple as Agency fund revenue, rather than recognizing
them as contributions to the FIU Foundation, as membership fees are intended to
be accounted for.
Recommendations
The Museum should:
8.1
Abstain from using University funds, even temporarily, for agency fund
activities.
8.2
Properly account for the $8,000 in membership fees.
Management Response/Action Plan:
8.1

In the future, we will not use University funds for agency fund activities.
Implementation date: Immediately

8.2

The $8,000 for membership fees has been moved to the appropriate account
in the FIU Foundation (Alliance Membership).
Implementation date: Immediately

4

FIU Controller’s Fund Code Definition “Agency funds are money held by an institution
acting as custodian or fiscal agent. “
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9. Human Resources
Payroll and Personnel Administration
Payroll and fringe benefits represent fully 60% of the Museum’s expenditures. We
reviewed the employees’ hours worked and/or leaves taken for the $2.4 million in
related expenditures for the fiscal year 2011-2012 and found the controls
inadequate.
Payroll Approval
The Museum’s payroll approval process was found to be unsatisfactory. The
University’s payroll guidelines require managers/proxies to have first-hand
knowledge of the employee’s hours reported or obtain written confirmation from the
employee’s supervisor of the hours being reported prior to approving the payroll.
The University transferred payroll and related employee leave from ADP to
PantherSoft on December 24, 2011. Accordingly, we reviewed time and attendance
records covering pay dates from December 24, 2011 through June 30, 2012, which
included 27 exempt employees (564 time entries) and 20 non-exempt employees
(1,952 time entries):


61% of the exempt employees’ leave hours were not approved by their
managers/supervisors; 27% were approved en-masse by the Museum’s HR
Liaison and 29% were automatically approved by the Payroll Department.
Additionally, 3% were approved by an employee for their direct supervisor
and 2% were approved by an employee in another entity of the University.



50% of the non-exempt employees’ work hours were not approved by their
managers/supervisors; 14% approved en-masse by the Museum’s HR
Liaison and 36% were automatically approved by the Payroll Department.

The absence of an adequate payroll approval process could result in paying
incorrect amounts to employees, paying for work not performed and/or failure to
properly record leave.
Employee Separation
The Museum employed a total of 47 employees for the fiscal year ended June 30,
2012. Among these, 27 were full-time workers and 20 were hourly and temporary
workers.
University Procedure No. 1710.280a states:
Upon the separation from employment or transfer of an interim,
part-time or full-time employee, it shall be the responsibility of the
Supervisor/Department Head to complete a Separation from
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Employment/Transfer Clearance form for the Departing Employee.
The Clearance Form shall account for the return of all University
property that has been assigned to the Departing Employee.
During the fiscal year 23 employees separated from the Museum; a total of 4
Clearance forms were submitted to FIU Human Resources. Of the remaining 19
employees, 3 were full-time and 16 were temporary employees. Management
stated they were unaware that temporary employees were required to complete the
separation form.
Background Checks
University Policy No. 1710.257 requires the performance of criminal history checks
on all newly hired employees. The policy also requires more in-depth criminal
history checks including fingerprinting, through the Florida Department of Law
Enforcement for new employees handling cash or managing cash transactions.
During the fiscal year ended June 30, 2012, the Museum identified 15 employees
that handled cash as part of their duties or were in a financial services position.
Overall, 13 employees had backgrounds checks on file, but only 8 employees were
fingerprinted. The remaining 2 employees did not have background checks or
fingerprints on file. Since University policy does not require more extensive
background checks for other employees, staff who have unrestricted access to the
collection are only required to have standard background checks.
Recommendations
The Museum should:
9.1
Managers/supervisors should be required to approve the biweekly
payroll for their direct reports.
9.2
Prepare a separation clearance form for all employees, whether full-time
or part-time.
9.3
Have HR complete the background and fingerprints checks for those
who have not had them and for any future employee hired who is
responsible for handling cash or managing cash transactions.
9.4
In light of the security concerns over the permanent collection expressed
elsewhere in this report, consult with the Provost and HR with a view
towards performing more extensive criminal background checks,
including fingerprinting, for all staff having access to the collection.
Management Response/Action Plan:
9.1

All Museum managers will approve the biweekly payroll of their direct reports
as soon as the key managerial positions are filled.
Implementation date: Immediately
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9.2

Beginning July 1, 2012, the Museum began completing the separation of
employment form for both full-time and part-time staff.
Implementation date: Immediately

9.3

We are in the process of arranging an appointment with HR to complete
background and fingerprint checks for all employees that currently do not
have these records on file.
Implementation date: April 2013

9.4

All new hires (part-time and full-time) are required to complete the
background check. All employees handling cash are also required to
complete fingerprint checks. We will consult with HR and the Provost by May
15 regarding more extensive background checks.
Implementation date: May 2013
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SECTION III. INFORMATION TECHNOLOGY CONTROLS
10. Information Technology
A. Endpoint Security
Endpoint devices5 may be exploited by malicious code through the use of electronic
mail attachments, web access, removable media, or other common means. To
detect and eradicate these types of endpoint vulnerabilities, the Museum applies a
layered security approach utilizing the McAfee On-Access Scanner (OAS), Host
Intrusion Protection for Desktops, hard drive encryption modules and the Microsoft
Malicious Software Removal Tool. McAfee’s OAS service scans files prior to the
user opening them to ensure they are not infected; Host Intrusion Protection
provides three layers of security to prevent intrusions, emerging exploits including
zero-day attacks; and the hard drive encryption module protects the data from
viruses from exploiting stored data. The Microsoft Malicious Software Removal Tool
is an anti-malware utility that checks computers for infections and helps remove
malware and any other infections found. Whereas an antivirus program blocks
malicious software from running on a computer, the Microsoft Malicious Software
Removal Tool removes malicious software from a workstation already infected.
We examined nine devices consisting of six workstations within the Box Office, Gift
Shop and the Business Office departments along with three servers which support
the credit card transactions and inventory system. The selections were based on
the nature of the risk associated with their use in relationship to the potential impact
to the Museum should any of those systems be compromised due, for example, by
malware. All nine information systems tested had the McAfee OAS and Windows
Software Removal Tool properly operating. The six workstations tested employed
host intrusion protection and hard drive encryption.
For malicious code protection mechanisms to remain effective, signature and
definition files should be automatically updated on a daily or as needed basis.
According to FIU Policy 1930.020c, all University-owned computers must have
antivirus software installed and their definition updates applied within 24 hours of
their release. There were two gaps in workstation antivirus coverage where the
workstations were 100 days and 368 days in between the operating system
installation and the implementation of antivirus software. In addition, the server that
runs the financial systems backend database’s antivirus software had not been
updated in over two years; it had been shut off. Once notified, the IT Administrator
reinstalled the antivirus software. These oversights significantly increased the risk
of malware infection.

5

Endpoint devices can include, but are not limited to, laptops, desktops, tablets, smart
phones, and point of sale terminals.
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Centrally managed information systems benefit from continuous signature definition
updates, host intrusion protection and hard drive encryption. The six workstations
tested were centrally managed by Network Security and Systems Engineering
department and the three servers were not.
Since the servers are not centrally managed their antivirus setting can be modified
by administrator privileged accounts which dependent on the specific server may
include the Digital Assets Manager, an application software service account and a
shared user account. The ability of the user accounts to modify
antivirus configuration settings reduces the overall effectiveness
Database
of the layered security controls.
Assigning unique user IDs helps ensure user
traceability and accountability.
Of the nine
information systems tested, there were two
unique and four non-unique user accounts with
administrator privileges. The non-unique user
accounts decrease the security controls ability
to trace and account for specific user actions
while connected to the network.
Application
The workstations are scheduled to perform ondemand scanning on a weekly basis, whereas the
servers are not. In the event a virus threat is
detected, the information systems tested are set to
first clean the suspect file and if necessary delete
it. Quarantined files are set to be automatically
deleted after 28 or 45 days, respectively.
According to FIU Policy 1930.020, logical integrity of
information systems resources must be protected against
threats such as unauthorized intrusions, malicious misuse,
or inadvertent compromise. The account lockout policies
on the workstations tested were set to never lockout. This
increased the risk of unauthorized intrusions, malicious
misuse and unnecessarily compromises the information
systems.

Workstation

The University Media Sanitization Guidelines and Data Stewardship Procedures
require that all storage devices be sanitized prior to being surplused, donated,
transferred, or discarded. All media storage devices require a MSCID number to be
assigned for proof of sanitization. Sixteen workstations were sent to surplus during
the audit review period. All sixteen were assigned a MSCID number and their data
was removed within 8 days on average.
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Recommendations
The Museum should:
10.1
Work with the FIU Information Technology Security Office to test the
server for possible infection.
10.2
Have the FIU Network Security and Systems Engineering department
centrally manage all the Museum servers’ antivirus.
10.3
Review information systems administrator accounts and rename those
not uniquely identifiable.
10.4
Work with University Technology Services department to set the
maximum number of invalid attempts, which will either, lock out the user
for a specified time period; lock out the user account until released by an
administrator; or delay the next login prompt as defined by the
University.
Management Response/Action Plan:
10.1

Multiple security scans were performed on the server with most recent being
done on March 28, 2013.
Implementation date: Immediately

10.2

Initiated central management through ITSO on March 19, 2013. Servers will
be managed by ITSO to the extent possible without adversely affecting
business critical functionality.
Implementation date: Immediately

10.3

Non-unique Administrator accounts that are not solely for “administrator use
only” are renamed.
Implementation date: Immediately

10.4

A domain-wide Password lockout policy Group Policy Object was
provisioned on March 18, 2013.
Implementation date: Immediately
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B. Identity Access Management
Identity Access Management ensures that all users have information access rights
in accordance with their business requirements; the business roles, responsibilities,
levels of authority and segregation of duties needed to support the business
process objectives are appropriately assigned; and that all users (internal, external
and temporary) and their activity on IT systems are uniquely identifiable.
Least Privileged
According to COBIT6 5.0 DSS05.04.01 and DSS06.03.03, user access privileges
should be allocated and maintained based on what is only required to perform their
job activities, business functions and process requirements. The combined three
servers and six workstations tested contained 15 generically named user accounts
with administrator privileges, which may be used by an individual to exceed what is
necessary to accomplish their assigned business functions.
A total of 27 of 40 user accounts between the five software applications tested were
appropriately assigned. Of the remaining 13 user accounts, 9 were generic and 4
were assigned to individuals including the Digital Asset Resource Manager, Senior
Registrar, and the Assistant Director University Computer Systems. The individual
users need access to specific software but should not have administrator access to
perform their assigned job duties.
The database which stores the data for two of the five selected software
applications and is used by the Gift Shop and Café departments for inventory,
merchandise sales, and to process credit card transactions, has three service
accounts, a disabled guest account and a generically named user account with
administrator privileges. The second database which stores the financial data also
has a generically named user account with administrator privileges. Database
administrator accounts have the ability to access and modify the data stored within
the database. A generically named database administrator account could be used
by individuals to exceed what is necessary to accomplish their assigned business
functions.
Segregation of Duties
Inventory controls are maintained through two software applications. The Museum
software used by Gift Shop personnel has nine user accounts. Three of the nine
user accounts have the ability to modify inventory amounts. One of the three user
accounts is generically named and could be used by individuals to bypass
Segregation of Duties controls. The application’s underlying database contains a
generically named user account with administrator privileges which could also be
used to bypass the software’s built-in Segregation of Duties Controls.

6

The Control Objectives for Information and Related Technologies is a set of best
practices framework for Information Technology.
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The software used to maintain the Museum’s objects collection has nineteen user
accounts. Four of the nineteen accounts have the ability to modify inventory
amounts. Three of the four user accounts are inappropriately assigned to modify
inventory which could be used to bypass segregation of duties controls. There are
no mechanisms available on the application’s database server for users to log
directly onto the database.
Uniquely Identify and Authenticate Users
In total there are 56 user accounts between the selected servers, workstations,
applications and databases. 34 of the 56 user accounts are uniquely identified as
follows:

Information Systems
35

29

30
25
20

15
15

10
10

5
5

1

3

1

5

0
Servers

Workstations
Unique

Applications

Databases

Non‐unique

PCI PA-DSS Requirements and Security Assessment Procedures 3.1.1 and 3.1.3
state that the payment application should assign unique IDs for user accounts and
not use any shared or generic accounts and passwords. Four of the five software
applications selected are either PA-DSS v1.2 or v2.0 compliant. 13 of the 20 total
user accounts assigned within the four software application are uniquely identified.
Administrator access should only be assigned to individual users who are
responsible to maintain the information systems. Generic naming conventions may
be used to bypass Identity Access Management Controls which could impact the
confidentiality, integrity and availability of the information systems data.
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Recommendations
The Museum should:
10.5
Modify user access and ensure user privileges do not exceed job duties.
10.6
Reduce user access of personnel who can modify inventory counts to
the minimum number of people required to have such authority.
10.7
Review administrator accounts to ensure that the accounts are
appropriately tied to individual users.
Management Response/Action Plan:
10.5 - 10.6 All applications’ access security rights mapped to each user were
reviewed and verified to conform to job duties in consultation with
department heads.
Implementation date: Immediately
10.7

Where allowed by the application, administrator accounts are appropriately
tied to individual users.
Implementation date: Immediately
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C. Contingency Planning
Business Continuity ensures that a plan is established and maintained to enable the
Museum and Information Technology to respond to incidents and disruptions in
order to continue critical business processes, required IT services, and maintain the
availability of information at acceptable levels. An Emergency Management and
Continuity of Operations Plan (EMCOP) 2012 Hurricane Response Plan has been
developed to assist personnel in the event of business disruption due to an
anticipated hurricane. The EMCOP is distributed by the Administrative Group
Security Manager and formally documents the roles and responsibilities of the
Facilities, Collection and Administrative Groups.
Each group member is
responsible for specific actions required in preparing, securing, and post-storm
recovery operations of the Museum, Annex and Miami Beach Women’s Club
facilities respectively.
The Plan also adequately addresses contingency roles for key personnel contact
information which ensures that the information is updated, reviewed, and distributed
annually by the Plan’s Administrative Group Security Manager. Missing from the
plan are restoration priorities and metrics such as how long the systems can be
down and impact cost. Priorities and metrics are derived from conducting business
impact analysis for each affected department.
Plan testing exercises have not been formally coordinated or performed by key
personnel. The lack of formal testing minimizes management’s ability to determine
the plans viability. Formal testing should be coordinated with key personnel and
conducted regularly to ensure the Plan’s capability to support the Museum
operations. Test results should be formally reviewed and corrective actions taken
on deficiencies encountered during testing.
Recommendations
The Museum should:
10.8
Conduct a business impact analysis for each affected department. The
results of the analysis should be incorporated into the contingency plan.
10.9
Perform formal contingency plan testing with key personnel. Test results
should be formally reviewed and corrective actions taken to ensure the
plan’s ability to support the operations and protect its data in the event
of a disaster.
Management Response/Action Plan:
10.8-10.9 Analysis with actual testing will be performed and incorporated into the
contingency plan by end of April 2013.
Implementation date: April 2013
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D. Facilities Access
According to the Museum they are planning to replace the security system. Current
facilities access and monitoring is provided by: 1) a proprietary design from
Industrial Digital Systems (IDS); and 2) a basic alarm system connected to a central
dispatch. The IDS monitoring system is based on an outdated Intel x286 design.
According to the Assistant Director of Operations and Security, IDS is no longer in
business and accordingly system maintenance support is no longer available.
There are 72 circuit boards which have been pulled from the system to disable nonoperable monitoring features such as temperature, humidity, entry ways, and office
spaces. Video cameras, buzzers, a security desk, and the implementation of a
basic alarm system have been employed to fill the security gaps left by the aging
monitoring system. Access to nonpublic areas requires visitors to go to the security
desk to sign a log sheet and provide authentication prior to issuing temporary
badges. Hard copy audit trail data is available for the parts of the monitoring system
that are still functional. The data is informally reviewed on an as needed basis.
Audit trail security gaps exist in areas no longer monitored by the unsupported
legacy system.
Six backup batteries, located in a separate location within the Museum provide
adequate short-term uninterruptable power to the monitoring system to shut down
the system in an orderly manner in the event of loss to its primary power source.
The core monitoring system, which the Museum acknowledges needs replacement
poses an operational risk to the Museum due to the lack of vendor support,
continued degradation, and security gaps in audit trail data.
Recommendation
10.10

The Museum should move forward as expeditiously as possible with its
plan to upgrade/replace the security monitoring system.

Management Response/Action Plan:
10.10 The installation of a new security system at the 1001 Washington Avenue
location has been underway since February 22nd and is scheduled to be
completed on July 12, 2013. The previous cameras and DVR systems will be
relocated and installed at the Annex until the master plan is completed and
renovations in that building are carried out.
Implementation date: July 2013
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