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OBJECTIVES, SCOPE AND METHODOLOGY
Pursuant to our approved annual plan we have completed an audit of the School of
Journalism and Mass Communication (School or SJMC). The primary objective of our
audit was to determine whether established financial controls and procedures relating to
revenues, payroll administration, procurement of goods and services, travel and
property accounting are: adequate and effective; being adhered to; and in accordance
with the University policies and procedures, applicable laws, rules and regulations.
Our audit included the School’s revenues and expenditures for the period July 1, 2011
through June 30, 2012. The audit was conducted in accordance with the International
Standards for the Professional Practice of Internal Auditing, and included test of the
accounting records and such other auditing procedures as we considered necessary
under the circumstances. Audit fieldwork was conducted from October to December
2012.
During the audit, we reviewed University policies and procedures, Florida statutes, and
University rules, SJMC’s operating procedures, observed current practices and
processing techniques, interviewed responsible personnel, and tested selected
transactions. Sample sizes and transactions selected for testing were determined on a
judgmental basis.
As this was the first internal audit of SJMC, there were no prior internal audit
recommendations related to the scope and objectives of this audit requiring follow-up.
Similarly there were no other external audit reports issued during the last three years
with any applicable prior recommendations related to the scope and objectives of this
audit.
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BACKGROUND
The School of Journalism and Mass Communication at Florida International University
(FIU or University) is fully accredited by the Accrediting Council on Education in
Journalism and Mass Communications. Founded in 1980, as a Department of
Communication within the College of Arts and Sciences, the School became a freestanding academic unit of the University in 1991, upon its initial accreditation.
The School offers more than 40 undergraduate and graduate courses focused on
providing skills and aptitudes to succeed in today's expanding world of media, including
web-based, interactive and digital communications -- through broad and highly technical
and field-specialized content that evolves as rapidly as the media. It provides
undergraduate degrees in advertising; digital media studies; journalism; and public
relations and graduate degrees in Spanish-language journalism and global strategic
communications.
The total enrollment for fall 2012 was 1,729 undergraduate and 116 graduate students.
As of September 30, 2012, the School’s 46 full-time employees are depicted in the
following organization chart.

Page 2 of 20

During the audit period, the School generated auxiliary revenues totaling $527,195,
while expending $428,567 (net income of $98,628). Also, approximately $3.5 million
was spent from Educational and General (E&G) fund during the same period. The
School’s total E&G and auxiliary expenditures for the fiscal year 2011-2012 are depicted
in the following table:
School of Journalism and Mass Communication
Expenditures by Category
For fiscal year 2011-2012
Category
Salaries and Benefits:
Faculty
Administrative
Staff
Adjunct Faculty & Graduate Assistants
Temporary Employees
Fringe Benefits
Total Salaries and Benefits

E&G

Auxiliary

Total

$ 1,826,298
218,078
354,349
49,929
29,957
854,402
$ 3,332,913

$ 48,449
50,103
39,904
35,064
61,320
55,496
$ 290,336

$ 1,874,647
268,181
394,253
84,993
91,277
909,898
$ 3,623,249

$

Other Operating Expenditures:
Travel
Telephone Equipment
Studio and IT Equipment
Materials, Supplies, Postage & Freight
Shared Services Fee
Professional & Advertising Services
Study Aboard Program
Miscellaneous
Total Other Operating Expenditures

$

35,095
24,053
71,878
11,649
10,172
11,417
$ 164,264

$ 17,367
441
19,944
25,945
14,223
59,180
1,131
$ 138,231

52,462
24,494
71,878
31,593
25,945
24,395
59,180
12,548
$ 302,495

Total Expenditures

$ 3,497,177

$ 428,567

$ 3,925,744
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FINDINGS AND RECOMMENDATIONS
Overall, our audit disclosed that the School’s procedures relating to revenues and
expenditures were adequate and appropriately aligned with the University policies and
procedures, applicable laws, rules and regulations. However, there were areas where
internal controls need strengthening, particularly in the areas of: payroll administration,
contract administration, asset management, distance learning fee related expenditures,
student information, and workstation security.
Our overall evaluation of internal controls for the School is summarized below.

CRITERIA
Process
Controls
Policy & Procedures
Compliance
Effect
Information Risk
External Risk
CRITERIA
Process
Controls

Policy & Procedures
Compliance

Effect

Information Risk

External Risk

INTERNAL CONTROLS RATING
SATISFACTORY
FAIR

INADEQUATE

X
X
X
X
X
INTERNAL CONTROLS LEGEND
SATISFACTORY
FAIR
Effective
Opportunities
exist to
improve
effectiveness
Non-compliance
Nonissues are minor
Compliance
Issues may be
systemic

Not likely to impact
operations or
program outcomes
Information
systems are reliable

Impact on
outcomes
contained
Data systems
are mostly
accurate but
can be
improved

None or low

Potential for
damage
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INADEQUATE
Do not exist or
are not reliable

Non- compliance
issues are
pervasive,
significant, or
have severe
consequences
Negative impact
on outcomes
Systems produce
incomplete or
inaccurate data
which may cause
inappropriate
financial and
operational
decisions
Heightened risk
of damage

The areas of necessary improvement identified in our audit are detailed below.
1. Payroll and Personnel Administration
Payroll and fringe benefits are major expenditures for the School. Approximately $3.6
million, representing 92% of the School’s total expenditures for the fiscal year 20112012, are payroll related. Our review disclosed that the employees’ hours worked
and/or leaves taken were not approved properly. Also, upon departure from University
employment, employees were not being timely deactivated from the payroll.
Payroll Approval
The University’s payroll guidelines require managers/proxies to have first-hand
knowledge of the employee’s hours reported or obtain written confirmation from the
employee’s supervisor of the hours being reported prior to approving the payroll.
The School’s payroll approval process was found to be unsatisfactory. We reviewed
time and attendance records covering pay dates from December 24, 2011 through
November 19, 2012, which included 38 exempt employees (699 transactions) and 27
non-exempt employees (3,290 transactions) and found that:


92% of the exempt employees’ leave hours were not approved by their
managers/supervisors; 59% were approved en masse by the School’s HR
Liaison and 41% were automatically approved by the Payroll Department.



59% of the non-exempt employees’ work hours were not approved by their
managers/supervisors; 51% approved en masse by the School’s HR Liaison and
49% were automatically approved by the Payroll Department.

According to the School’s HR Liaison, she had no choice but mass approved the payroll
without knowledge of employees’ actual work and/or leave hours, since their respective
supervisors failed to approve them. As part of mass approval, the HR Liaison also
approved 53% of her own work hours and 23% of her supervisor’s leave hours for the
same period.
The absent of adequate payroll approval process could result in paying incorrect
amounts to employees and failure to properly report employee availability. The
University transferred payroll and related employee leave from ADP to PantherSoft on
December 24, 2011. We tested leave records for full-time administrative staff and 12
month faculty since the transition. No reportable anomalies were noted.
Bereavement Leave
One of the employees selected for testing was paid for four days of bereavement leave.
The University’s Bereavement Leave Policy No. 1710.035 states that an employee shall
be granted three days of leave with pay for a death in the immediate family. These four
days of bereavement leave entered in the employee’s time and attendance records in
the payroll system were approved by the School’s HR Liaison as part of mass approval.
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Terminated Employees
Terminated employees were not being timely deactivated from the payroll. For our test
period, there were three instances where student assistants were still active in the
payroll system/payroll approval process into early December 2012, but hadn’t worked
since April, June, and July 2012, respectively. The Payroll Department finally terminated
two of these three employees on December 4, 2012 because of the prolonged period of
inactivity. The School’s inattention to following a more stringent payroll approval process
could result in paying no show employees.
Recommendations
The School of Journalism and Mass Communication should:
1.1
Ensure that manager/supervisors who have direct knowledge of their
employees work and/or leave hours approve the biweekly payroll.
1.2
Adjust the employee’s leave records to account for the excess
bereavement day paid.
1.3
Ensure that terminated employees are promptly reported to Human
Resources in a timely manner for off boarding from the payroll system.
Management Response/Action Plan:
1.1

Managers have been advised by the Dean of their responsibility to approve the
biweekly payroll of those under their supervision. The Human Resources Liaison
will continue to send biweekly reminders to supervisors of payroll approval
deadlines. We have been advised by the Payroll Department of a Time and
Labor Report that can be run to determine any payroll entries pending approval.
This report will be run by the Human Resources Liaison in advance of the payroll
approval deadline and supervisors will be alerted.
Implementation date: Immediately

1.2

The leave record of the employee in question was adjusted on December 7,
2012.
Implementation date: Completed

1.3

Terminated employees will be promptly reported to Human Resources in a timely
manner for offboarding from the payroll system.
Implementation date: Immediately
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2. Contract Administration
The School has a fully equipped
television studio available for
teaching, which it also rents out.
Effective January 8, 2011, the studio
was rented to the Urban Television
Broadcast Communications Corp.
(UTBC), for $5,000 per month
through January 8, 2012, provided
that no conflict exists with any
University course offerings. UTBC
had financial difficulties resulted in a
significant reduction in the rental
agreement. The original terms and
conditions were renegotiated and
the monthly payment was reduced
to $2,500 from July 10, 2011 to July
10, 2012. The agreement was then renewed for an additional year until July 10, 2013.
We reviewed the contract records to ensure compliance with the contract terms and
conditions and related University policies and procedures. The results of our review are
summarized below:
Signature Delegation
While the original agreement was signed off on by the Provost’s Office, two revised
agreements between FIU and UTBC for use of the television studio made on August 2
and December 8, 2011, were signed respectively by the School’s former Dean and
current Dean. Also, a renewal agreement made on June 15, 2012 was signed by the
current Dean. Neither the current or former Dean had the delegated authority from the
University President to execute the revised agreements. Based on our audit inquiry this
was corrected. On November 13, 2012, the current agreement was signed by the
Associate Vice President for Academic Affairs, who has the delegated signatory
authority.
Florida Sales Tax
According to Florida Sales Tax Rule 12A-1.070, the School’s rental of real property is
taxable as it is not specifically exempt. Also, University Policy No. 1110.040 requires the
University to collect and remit sales tax for activities/sales identified by the Florida
Department of Revenue as taxable such as rental or lease of real property.
Our review of 18 rental payments made by UTBC disclosed that sales taxes totaling
$4,200 were not assessed, collected and remitted. The sales tax requirement was not
included in the agreement; therefore, it was never assessed, collected and remitted.
According to the School’s Budget Coordinator, the School’s administrators were not
aware that sales tax applied to this agreement.
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Insurance Requirements
Our rental agreement requires UTBC to provide proof of insurance sufficient to cover the
operations and activities to be carried out on the School’s premises, and maintain
commercial general liability insurance with minimum limits of 1 million per occurrence,
and workers compensation insurance as required by applicable laws. Any insurance
certificate should indicate that the policy carries an endorsement which names the FIU,
the State of Florida, the FIU Board of Trustees, the Florida Board of Governors, and
their respective trustees, directors, officers, agents and employees as additional insured.
The certificate also needs to contain a statement that the policy should not be allowed to
lapse or be cancelled without FIU being notified.
During the audit, we noted that UTBC did not provide proof of the current liability
insurance as required. After our inquiry, UTBC provided a certificate showing liability
insurance coverage effective November 19, 2012, approximately four months after our
agreement’s effective date. Also, the certificate did not contain the required additional
insured endorsement and a statement that the policy shall not be allowed or lapse or be
cancelled without notification of FIU. After our field work, the required additional insured
endorsement was purchased effective January 25, 2013.
Uncollected Rental Income and Controls Over Equipment
The School neglected to develop guidelines for accounts receivable (A/R) management
required by the University. When developed, these guidelines assure that the School’s
assets are protected by ensuring the timely recognition and collection of receivables.
The guidelines are reviewed and approved by the Controller’s Office.
As of January 10, 2013, the School collected rental revenue of $60,000 from UTBC but
had a balance of $17,500 overdue by seven months. The School was unaware of the
A/R guidelines; therefore, this receivable was not recorded in University accounting
records. The School’s Equipment Manager
informed us that he is actively pursuing
collection but UTBC is currently unable to
make payments.
We also found that on October 19, 2012
the School lent several items including a
production camera with estimated cost of
$7,500 to UTBC for off-campus at no
charge. To date, the camera and other
items have not been returned by UTBC.
The maximum loan period of the School’s
equipment is only 1 day for students and
faculty. The School’s Equipment Manager
claims that the loan of equipment was
included as part of the agreement with
UTBC, but that is not the case.
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Finally, UTBC was administratively dissolved by the Florida Department of State,
Division of Corporations on September 28, 2012 for lack of an annual report yet the
School continues to conduct business with the entity.
Recommendations
The School of Journalism and Mass Communication should:
2.1
Ensure that all contracts are executed by a person with delegated authority
from the University President.
2.2
Ensure that Florida sales tax is assessed, collected, and remitted for all
taxable transactions.
2.3
Establish procedures to include sales tax requirement in any future
agreements, when applicable.
2.4
Ensure that vendors comply with insurance requirements in the agreement.
2.5
Record accounts receivable in University accounting records, and develop
and submit A/R guideline to the Controller’s Office for review and approval.
2.6
Immediately resolve uncollected rental income and recover the School’s
production camera.
2.7
Consult with the General Counsel on whether a business relationship with
UTBC should continue.
Management Response/Action Plan:
2.1

All contracts will be forwarded to Academic Affairs or the appropriate authority for
review and signature.
Implementation date: Immediately

2.2

An Internal Transfer Form to record un-remitted sales tax for the period in
question was submitted on February 8, 2013. Going forward, sales tax will be
remitted at the time of deposit.
Implementation date: Immediately

2.3

Procedures will be established to include sales tax requirement in any future
agreements, when applicable.
Implementation date: Immediately

2.4

We will ensure that vendors comply with insurance requirements in any future
agreements.
Implementation date: Immediately
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2.5

A/R guidelines have been developed and submitted to the Controller’s Office for
review and approval. We will work with the Controller’s Office regarding
recording of accounts receivable.
Implementation date: Immediately

2.6

We have resolved the issue of uncollected revenue and are working with the
Controller’s Office regarding the proper accounting. The production camera was
returned on December 5, 2012.
Implementation date: Immediately

2.7

Our business relationship with UTBC was ended on February 18, 2013.
Implementation date: Completed
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3. Asset Management
The School has a considerable amount of television and production equipment available
for loan to faculty, staff and students. All of which may be considered “attractive
property”. The University Property Manual defines attractive items as University
property costing less than the threshold amount of $5,000, but which are particularly

vulnerable to theft and misuse. The Manual requires departments to mark these
attractive items as University property and make a catalog (inventory list) including
location and potential resale value if stolen.
The value of the School’s equipment ranged from a $20 camera tripod to a $7,500
production camera. The Equipment Manager estimated that the total value for
equipment available for loan at over a quarter million dollars. However, an inventory list
is not maintained and he does not perform a periodic physical inventory; consequently,
the School cannot assure that equipment is not missing or stolen.
Equipment Custody Forms are used to track the equipment loaned to faculty, staff and
students. The form includes a statement of the user’s responsibility for its condition and
acceptance of any charges that go towards replacement or repair in the event that the
equipment is lost or damaged. It also indicates that the equipment loan period is 24
hours except on weekends in which case the equipment is to be returned the following
work day. Although there are procedures for the equipment loans to the students, there
are no consequences for late return. There are no procedures for loans to faculty and
staff. In addition, University Property Off-Campus forms are not used for those items
valued at $5,000 or more, although it is required by University Policy No. 1130.010a.
For all of the ten Equipment Custody Forms reviewed, equipment return issues were
noted:


In eight instances the equipment was returned late, ranging from 6 days to 195
days. For three of these eight instances, the equipment was returned damaged;
however, in all cases the user paid for the repair or replacement cost, as
required.
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In two instances the equipment was not been returned. The anticipated return
dates noted on the Equipment Custody Forms were January 3, 2013 and March
28, 2013, approximately 28 days and 105 days, respectively after the due date.

The Equipment Manager informed us that there are no established polices or
procedures to assess a penalty for late return of equipment. To his credit, the Manager
indicated that he does call individuals reminding them to return the equipment they
borrowed.
Recommendations
The School of Journalism and Mass Communication should:
3.1
Develop and maintain an inventory list of the equipment, which includes
description, cost/value, and location.
3.2
Take physical inventory of equipment periodically and compare them with the
inventory records.
3.3
Develop comprehensive loan equipment procedures giving due consideration
to relevant University policies and procedures.
3.4
Ensure that Off-Campus Forms are used and submitted to Asset Management
when items with a value at least $5,000 are being used off-campus.
Management Response/Action Plan:
3.1

An inventory list has been compiled.
Implementation date: Immediately

3.2

Physical inventory of equipment will be taken once a year and compared with the
inventory records.
Implementation date: Immediately

3.3

Comprehensive loan equipment procedures will be developed in accordance with
University policies and procedures.
Implementation date: Immediately

3.4

Off-Campus Forms will be completed and submitted to Asset Management, as
necessary.
Implementation date: Immediately
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4. Controls Over Expenditures
Over $300,000 in non-payroll expenditures were expended for the School during the
fiscal year 2011-2012. As to the controls over expenditures, we identified the following
areas in need of improvement.
Expenses From the Distance Learning Fee1
During the audit period, the School expended distance learning fees of approximately
$144,900: 75% ($108,300) for administrative/support staff salaries and fringe benefits;
9% ($13,350) for advertising; 9% ($12,400) for travel; and 7% ($10,850) for other
expenses.
Florida Statute section 1009.24(17)(b) states that the amount of the distance learning
course fee may not exceed the additional costs of the services provided which are
attributable to the development and delivery of the distance learning course. Also, the
Florida Distance Learning Task Force established by Florida legislature issued a report
outlining the permissible and non-permissible costs related to distance learning courses.
According to the School’s Budget Coordinator, the School attempts to allocate
expenditures to online learning that are deemed acceptable by FIU Online. However,
based on our review of the employees’ duties, hours worked, and pay rate, we
determined that none of these 10 employees’ salaries and benefits represent additional
costs for developing and delivering the School’s distance learning courses. Also,
advertising expenses, totaling $12,400 were not related to the development and delivery
of the School’s distance learning courses. In addition, for 21 travel expense reports
totaling $12,400 reviewed, over 99% ($12,389) were not directly related to faculty
development and support for the School’s distance learning courses.
Travel Authorizations and Expenses
Florida Statute section 112.061(3)(a) states, “All travel must be authorized and
approved by the head of the agency, or his or her designated representative, from
whose funds the traveler is paid. . . .” University Travel Policy No. 1110.60 also states,
“. . . Travelers are not to make commitments to travel or to incur travel expenses without
first obtaining the appropriate approval.”
Our test of the School’s revealed problems with all the 11 Travel Authorizations (TA) we
reviewed:


1

There were seven instances where tickets for airfare were purchased and other
costs were incurred prior to obtaining the required TA approval; and

Please note that the Office of Internal Audit is currently performing a University-wide audit of
FIU’s online programs. Our observations relating to distance learning fees for the School of
Journalism and Mass Communication match the conditions found at the other colleges
reviewed.
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Four instances where the TA was not prepared and submitted for approval until
the traveler completed the travel.

We were informed that airline tickets were purchased immediately to ensure that the
best prices for airfare could be obtained when the employees received verbal approval
from their respective supervisors. According to staff, supervisors sometimes forget to
approve the TA until after the employee has returned and is seeking reimbursement.
The timely approval of TA assures that a supervisor has approved the nature of travel
requested by an employee and budgeted funds are available and are encumbered.
Recommendations
The School of Journalism and Mass Communication should:
4.1
Work with FIU Online to clarify how distance learning course fees are
expended.
4.2
Ensure that all travel authorizations are prepared and approved prior to travel.
Management Response/Action Plan:
4.1

Expenses charged to Online funds were in accordance with the list of qualified
expenses provided by FIU Online at their annual Strategic Planning Sessions on
December 8, 2010 and December 9, 2011. FIU Online updated the list of
allowable expenses on February 6, 2013. As requested by FIU Online, a budget
indicating how distance learning funds will be expended will be submitted for their
review.
Implementation date: Immediately

4.2

Travelers must request a travel authorization (TA) at least five (5) days before
any travel-related purchases are made. No purchases will be made until the TA
has been approved.
Implementation date: Immediately
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5. Controls Over Revenues
Material and supply or equipment fees are assessed for some of the courses offered by
the School. During our audit period $42,079, representing 8% of the School’s total
auxiliary revenue was generated from these fees. The fees are collected by the Student
Financial Services as part of the student’s total tuition and fees, and then credited to a
single auxiliary activity ID managed by the School.
The School is not, as it should, reconcile the amount of fee revenues transferred by the
Student Financial Services to actual student enrollment data to ensure the accuracy of
the revenue received. The School’s Budget Coordinator attributed this to insufficient
staffing. To ensure the accuracy of fees collected and recorded, reconciliations are
necessary on a regular and ongoing basis.
Recommendation
The School of Journalism and Mass Communication should:
5.1
Reconcile its fees revenue against actual student enrollment data in a timely
manner, at a minimum on a semester basis. Any reconciling items should
be investigated and resolved.
Management Response/Action Plan:
5.1

Once a semester, following the last day to drop/add courses, SJMC will reconcile
fees collected against actual enrollment and will investigate and resolve any
conflicts.
Implementation date: Immediately
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6. Student Information Security
During the audit, we were able to identify students’ name, Panther ID, and test score
from the School’s FIU website. Students’ Panther ID and score for language skills test
were accessible via non-password protected links on the School’s website as part of
FIU website. All students enrolled at the School are required to demonstrate proficiency
in writing by successful completion of a language skills test. The test is administered
approximately 18 times in each of the three semesters. Test scores from year 2004
through 2012 were stored in excel worksheet format and posted on the School’s
website during our audit.
Using Panther ID for six students’ test scores from the School’s website; we were able
to identify the three students’ names. In addition, during the search, we found a list
detailing other student names, corresponding Panther ID, and active email for 113
students at the School. The list was maintained on the website of the School’s Visual
Media Professor.
Our finding was immediately communicated to the School’s Administrator and the
University Compliance Officer. The Administrator promptly removed all links to the
students’ score for language skills test from the website and instructed the Professor to
remove all links to the students’ information from his website. The University
Compliance Officer is further reviewing our finding for possible FERPA (Family
Educational Rights and Privacy Act) violations.
Recommendations
The School of Journalism and Mass Communication should:
6.1
Ensure that all student sensitive information is maintained in a protected
environment.
6.2
Work with the University Compliance Officer to ensure that the School’s is in
compliance with FERPA.
Management Response/Action Plan:
6.1

The Office of Internal Audit identified several incidents of possible student privacy
violations by the SJMC. One incident involved the way students were notified
about their language skills entrance exam results. The process of notifying
students, in which Panther IDs were exposed, was immediately changed and any
exposure re: student privacy was eliminated. During the fall testing season exam
results were no longer grouped together, and students had no access to each
other’s IDs and scores—students were notified on an individual basis.
Implementation date: Immediately
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6.2

On December 11, 2012, SJMC was also notified by The Office of Internal Audit
that it had uncovered a faculty member’s webpages where students’ names were
posted with their Panther IDs and, on a separate webpage, Panther IDs were
posted with test grades. The faculty member was immediately contacted, and he
immediately removed the pages. The University Compliance Officer was notified
that the violation had been corrected on December 11, 2012. FERPA regulations
will be reviewed with faculty at the first department meeting of the year. In
addition, the Dean is in consultation with the CIO and the General Counsel to
decide if any further steps need to be taken.
Implementation date: Immediately
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7. Workstation Security
Our review of the School’s eight workstations, which have access to sensitive student
and/or financial information, disclosed the following:
Malicious Code Protection
Malicious code may be transported by electronic mail, attachments, web access,
removable media, and inserted through the exploitation of information systems
vulnerabilities. The School applied a layered approach to malicious code protection by
employing McAfee’s On-Access Scanner (OAS) antivirus software and Microsoft’s
Windows Malicious Software Removal Tool (MSRT) to mitigate the risk of virus infection
of its workstations.
Our test disclosed that: 3 workstations did not have OAS antivirus software consistently
enabled during the audit. For example, the OAS security layer was not functioning
properly for 286 days on average. In addition, 2 of the 3 workstations did not have the
OAS antivirus software enabled for 468 and 555 days, respective to the start of the
antivirus’ log date.
Antivirus Maintenance
Antivirus applications need to be consistently updated to maintain their effectiveness in
preventing malware. Currently, the School’s antivirus workstation mechanisms are
managed internally and not centrally managed by University Technology Services
(UTS).
One workstation tested did not adequately maintain its antivirus signature definition
files.
UTS’ enhanced VirusScan Enterprise, ePolicy Orchestrator, and Host Intrusion
protection applications can provide additional layers to existing the School’s workstation
security, including:




Upgraded file-caching methods for every file prior to opening;
Centralized policy management for deployment of security products, patches,
and service packs; enforcement of security policies; and updated DAT files to
ensure information systems are secure; and
Host intrusion protection to block attacks from occurring and prevents security
services from being disabled.

Workstation Administrators
Workstation administrator accounts are typically reserved for those individuals in IT to
perform their job duties. Workstation administrator accounts have the ability to modify
security measures and circumvent established workstation malicious code capabilities.
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Our test disclosed that 6 had administration privileges to their workstation although they
had non-IT related job responsibilities. Also, 1 of the 6 had administrator access to two
workstations. And all of the selected workstations had at least one active non-uniquely
identified administrator account that has a non-expiring password. Inappropriate
administrator access decreases workstation security effectiveness.
Recommendations
The School of Journalism and Mass Communication should:
7.1
Work with the Information Technology Security Office to ensure that their
workstations are adequately protected from malicious code.
7.2
Work with UTS to implement stronger antivirus and malware protection.
7.3
Limit workstation administrator access to appropriate personnel.
7.4
Disable non-unique “generic” administrator user accounts in all workstations.
Management Response/Action Plan:
7.1

Our Network Administrator will work with the Information Security Office to
ensure workstations are adequately protected from malicious code.
Implementation date: Immediately

7.2

Our Network Administrator will work with UTS to implement stronger antivirus
and malware protection.
Implementation date: Immediately

7.3

Only appropriate personnel - defined as the IT department and the faculty or staff
member who has direct control over the computer who needs to update and
install additional software to facilitate their research or performance of their
positions - will be granted administrator access. These personnel will be given a
copy of the University's Computer Use Policy, Network Use Policy, and a list of
best practices for ensuring safe computer and network use. Our Network
Administrator, as indicated in 7.2, will endeavor to remove sole control of
malware protection and virus updates from local users, with the understanding
that such a system must meet our needs, work within our domain and with our
computers.
Implementation date: May 2013

7.4

“Generic” administrator user accounts will be removed from all machines. Our IT
department will continue to use SJMC-admin as their user account. Appropriate
personnel for each computer will be given a unique identifiable user ID with
administrator privileges.
Implementation date: May 2013
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8. Operations Manual
The School did not develop its auxiliary operations manual as required by University
guidelines. Approximately 12% of the School’s expenditures are funded by various
auxiliary operations. The University’s Auxiliary Enterprises Operating Guidelines states,
“Every auxiliary must have written policies and procedures which guide the day-to-day
operations of the activity…”
A manual provides direction to new personnel, is ready reference source for all
employees, provide clarifications of responsibilities, and help assure consistent
application of management’s expectations. Since many of the unique tasks are
assigned to only one employee to perform, a manual would service as a valuable guide
in case of employee substitution and/or turnover.
Recommendation
The School of Journalism and Mass Communication should:
8.1
Develop an operations manual to document current policies and procedures.
Management Response/Action Plan:
8.1

SJMC has developed an operations manual to document current policies and
procedures.
Implementation date: Immediately
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