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OBJECTIVES, SCOPE, AND METHODOLOGY
The objectives of our audit of the South Beach Wine and Food Festival (“Festival”) were
to determine whether the auxiliary operations were properly accounted for and were
managed in accordance with established University policies and procedures, and
applicable laws, rules, and regulations.
Our audit included the Festival’s auxiliary fund revenues and expenditures for the period
July 1, 2016, through June 30, 2017, and was conducted in accordance with the
International Standards for the Professional Practice of Internal Auditing and the
Information Systems Auditing Standards, and included tests of the accounting records
and such other auditing procedures as we considered necessary under the
circumstances. Audit fieldwork was conducted from March 2018 to June 2018. We
evaluated the adequacy of internal controls and financial practices associated with this
revenue generating activity. In addition, we examined the Chaplin School of Hospitality
and Tourism Management (“School”) account to ensure that net revenues generated by
the Festival were used as intended and in accordance with University policy.
During the audit, we reviewed University policies, procedures, rules, and regulations;
applicable Florida statutes; observed current practices; interviewed responsible personnel;
and tested selected transactions. Sample sizes and transactions selected for testing were
determined on a judgmental basis applying a non-statistical sampling methodology.
As part of our audit, we reviewed our internal audit Report No. 12/13-02, Audit of the
South Beach Wine and Food Festival, issued in September 2012 (the last audit completed
for the Festival’s operations) to determine the status of any applicable prior
recommendations related to the scope and objectives of this audit. Throughout this
current audit report, we indicated any repeat findings from the 2012/13 audit.
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BACKGROUND
The South Beach Wine and Food Festival is a four-day event co-hosted by Southern
Glazer’s Wine & Spirits, LLC (“Southern”)1 and Florida International University (FIU or
“University”). Net proceeds from the Festival benefit FIU’s Chaplin School of Hospitality
and Tourism Management.2 The Festival showcases the talents of some of the world’s
most renowned wine and spirits producers, chefs, and culinary personalities. The 2017
Festival, held on February 22-26, encompassed over 90 events and attracted over 250
sponsors and approximately 65,000 guests from around the world.
Management reported that through the 2017 Festival it has raised over $26 million since
inception directly benefiting the School. During 2017, it generated over $9 million in
auxiliary fund revenues, with almost $2 million directly benefiting the University, as
follows: (a) $482,407 was transferred directly to the FIU Foundation; (b) $959,600 was
transferred to the Hospitality Management Operating Account; and (c) $544,754 in
Auxiliary Overhead went to the University.
The Festival’s History
The Festival began as a one-day event known as the Florida Extravaganza held at FIU’s
Biscayne Bay Campus. For five years, from 1997-2001, the Florida Extravaganza
showcased wines from national and international wineries paired with food from local
restaurants. Chefs worked with students of FIU’s School of Hospitality and Tourism
Management.
In 2002, Southern partnered with the University
and the one-day Festival moved to South
Beach, taking on the name of its new location
to become the South Beach Wine & Food
Festival. The newly located Festival attracted
close to 7,000 guests to a Grand Tasting
Village, a series of dinners, seminars, and live
auction in its first year. The following year, the
Festival attracted close to 10,000 guests and
garnered extensive national media coverage.
In 2004, with the addition of a number of events
and a revamping of the program, the Festival
doubled in size and attracted more than 20,000
guests to the three-day event.
During the planning of the 2007 Festival, the Food Network entered into a partnership
with the Festival to become its title sponsor. The resulting Food Network South Beach
Southern Glazer’s Wine & Spirits was previously called Southern Wines & Spirits of America prior to a
business combination with Glazer’s, Inc.
2 The school was named for the Chaplin Family who are the principal owners of Southern Glazer’s Wine &
Spirits.
1
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Wine & Food Festival combined the international appeal of top-quality libations from
around the world, the national appeal of the Food Network and its celebrity chefs and
hosts, and the appeal of Latin and Caribbean-inspired regional cuisine.
Operational and Financial Details
The Festival is administered as an auxiliary unit of the University pursuant to Board of
Governors Regulation 9.013, Auxiliary Operations. Expenses related to the operations of
the Festival are funded from its revenues (primarily sponsorship and ticket sales). The
Festival is operated as a stand-alone unit that reports administratively to the Office of
Auxiliary and Enterprise Development. While the operations of the Festival are accounted
for in the University’s books and records, Southern has registered the trademark name of
“South Beach Wine & Food Festival.” In addition, 13 University employees currently work
alongside Southern employees and various consultants at Southern’s offices.
Founded in 1968, Southern Wine & Spirts of America is a private, for-profit entity based
in Miami, Florida. In January 2016, Southern Wine & Spirits of America and Glazers, Inc.,
completed a business combination forming Southern Glazer’s Wine & Spirits, LLC.
Southern is now the largest North American wine and spirits distribution company,
distributing more than 150 million cases of wine and spirts annually and employing more
than 20,000 team members with operations in 44 states and the District of Columbia.
Funds raised from the Festival are used for various purposes. A portion of each ticket
sold is transferred to the University Foundation as a donation to the School of Hospitality
and Tourism Management. During 2017, $482,407 was transferred to the FIU Foundation
with $400,000 used to establish a quasi-endowment3 for student scholarships. The
remaining $82,407 was posted to the “Friends of SOBE Festival” project. In addition,
$959,600 was transferred to the School of Hospitality and Tourism Management where
the majority of the funds are used to fund scholarships and pay for faculty salaries and
benefits.

3

A quasi-endowment comprises funds earmarked by a Board, rather than restricted by a donor or other
outside agency, to be invested to provide income for a long but unspecified period.
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The below details the Festival’s results of operations for the year ended June 30, 2017:
REVENUES:
Sponsorship Revenues
Ticket Sales, net of $482,407 donation portion of tickets
Private Revenue & DSO
Total Revenues
EXPENDITURES:
Salaries & Benefits:
Festival Staff salaries & benefits
OPS - Temporary Employment & Benefits
Other Earnings
Adjunct Faculty & Faculty Overload
Cell Phone Allowance
Total Salaries & Benefits
Operating Expenditures:
Professional Services
Rent of Buildings
Miscellaneous
Auxiliary Overhead
Promotional Advertising
Material & Supplies
Others
Insurance
F&E under $5,000
Travel
Postage
Telephone & Equipment
Repairs & Maintenance

$ 4,656,455
4,144,180
331,484
$ 9,132,119

51%
45%
4%
100%

$ 1,225,795

15%

7,140,823
$ 8,366,618

48%
15%
9%
7%
3%
2%
1%
85%
100%

$ 1,109,922
43,258
43,205
16,000
13,410

$ 4,031,267
1,273,536
718,856
544,754
242,746
187,828
84,651
26,810
16,566
6,082
3,487
3,240
1,000
Total Operating Expenditures
Total Expenditures

Revenues over expenditures

$

Beginning Fund Balance, July 1, 2016
Transferred to Hospitality Management
Ending Fund Balance, June 30, 2017

1,283,742
(971,850)
$ 1,077,393
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765,501

FINDINGS AND RECOMMENDATIONS
Overall, our audit concluded that the Festival’s results of operations were properly
accounted for and managed in accordance with established policies and procedures, and
revenues generated were used as intended and in accordance with University policy.
Nevertheless, opportunities for improvement exist in the following areas:
(1) administration over recording of ticket sales, (2) personnel administration,
(3) disbursements, (4) supplier contract management, and (5) adherence to PCI
compliance.
CRITERIA
Process Controls
Policy & Procedures
Compliance
Effect
Information Risk
External Risk

SATISFACTORY

FAIR

INADEQUATE

X
X
X
X
X
INTERNAL CONTROLS LEGEND

CRITERIA
Process Controls

Policy & Procedures
Compliance

Effect

SATISFACTORY

FAIR

INADEQUATE

Effective

Opportunities exist
to improve
effectiveness

Do not exist or are
not reliable

Non-compliance
issues are minor

Instances of noncompliance are
evident

Non-compliance
issues are pervasive,
significant, or have
severe consequences

Not likely to impact
operations or
program outcomes

Impact on
outcomes
contained

Negative impact on
outcomes

Information Risk

Information
systems are
reliable

External Risk

None or low

Systems produce
incomplete or
Data systems are
inaccurate data which
mostly accurate but
may cause
need to be
inappropriate financial
improved
and operational
decisions
Moderate
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High

1. Revenue and Accounting Controls
Ticket Sales
During the audit period, the Festival’s ticket sales generated over $4.1 million, net
of donations. The ticket sales process is primarily outsourced to International
Players Championship, Inc., d/b/a IMG Tickets (“IMG”).
As a third-party vendor, IMG manages all aspects of the Festival’s ticket
operations, including order processing, ticket printing and mailing, on-site staffing
during the event, and gate entry controls. IMG provides Festival staff with access
to its online ticketing system (which was developed and is administered by a third
party, as shown on Diagram 1 on page 18) to input ticket orders received by
Festival staff and to obtain cumulative ticket sales reports. IMG also provides
monthly settlement reports to correspond with monthly wire transfers. Thus,
Festival staff relies on IMG to manage and account for all tickets except for those
handled directly by Festival staff.
Currently, on a monthly or so basis (November through March), IMG transfers via
wire the respective funds to the University and provides Festival staff with a
Cumulative Settlement Report. We reviewed and tested one of the settlement
reports provided by IMG for accuracy. We also traced all the deposits from the
settlement reports to the University’s PantherSoft system. We found the settlement
report and amounts deposited to be in good order.
IMG also provides a cover sheet summarizing the current cumulative total, net of
any prior payments, with each settlement report. Festival staff informed us they
use this cover sheet to prepare the journal entries to record the corresponding
transactions. In reviewing the journal entries, we found that the settlement report
did not provide sufficient information to agree to the cover sheet totals. Upon our
request, Festival staff obtained the supporting documents from IMG and based on
our review, we found no exceptions in the settlement report themselves. However,
we noted that an error was made in the journal entry booked for the settlement
report tested which resulted in the understatement of ticket sales and the
overstatement of the sales tax liability by $5,844. Although not significant, the error
demonstrates a lack of supervisory review of journal entries. Entries should be
reviewed and the review should be documented before posting. This difference
self-corrected when the subsequent month’s journal entry was posted using the
cumulative totals less the previous month’s journal entry.
Festival staff also informed us that no monthly reconciliation is performed between
the journal entry prepared and the settlement reports. As evidence, we found a
number of discrepancies between the two reports, including a discrepancy of
$26,655 between the December 7, 2016, settlement report and the cover sheet
totals used to prepare the corresponding journal entry. This particular discrepancy
was mostly corrected in the journal entry for the following month’s settlement
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report. Management went back and created a journal entry on June 30, 2018
pertaining to the 2017 Festival to correct all other discrepancies between the
settlement report totals and the journal entries posted. Notwithstanding, the
absence of an effective on-going reconciliation process for the Festival’s revenue
allowed an omission of $357,911 to go undetected from March 24, 2017, when it
should have been paid, until August 4, 2017, when the error was discovered by an
IMG staff member and paid 133 days after it was due. The resulting ticket revenues
from this batch, totaling $343,676 (net of sales taxes and fees), were recorded in
the 2017-2018 fiscal year and are excluded from the results of operations shown
on page 4.
Sponsorship Revenues
During the audit period, sponsorship revenues received from over 250 sponsors,
represented the largest source of Festival revenues, exceeding $4.6 million. We
reviewed approximately 30% of the revenues collected and found that
sponsorships were received in accordance with their respective agreements.
Sponsorships are generally received in the form of checks at the Festival’s office
or via wire transfers through the University’s Controller’s Office. Amounts collected
at the Festival office are recorded into QuickBooks by a Festival staff member (or
her two back-ups) who then takes the funds to the University’s Cashiers Office for
deposit.
The University’s Cash Control Policy No. 1110.010, states that the cash handling
and recordkeeping functions shall be separated. Thus, two separate individuals
must be able to perform these two functions. Currently, the same employee
receiving and logging checks in the deposit log and depositing checks at the
Cashiers Office is subsequently responsible for reconciling the accounts.
Collections
University Policy No. 1110.010, Cash Control Policy Statement, requires
employees designated to accept collections undergo background checks. Two of
the three employees who receive and/or handle cash had undergone a Level-2
background check. The remaining employee obtained her Level-2 background
check after the 2017 Festival in December of 2017. [This was also a finding in
our prior audit.]
In addition, the Cash Control Policy Statement requires all cash collections be
brought to the Cashier’s Office within 48 hours of receipt. As part of our
sponsorship revenue testing above, we reviewed the only two checks selected in
the sample for Festival revenues (all other payments were made via wire transfer)
and a refund check received to determine whether the Cash Control Policy was
being adhered to. Our review of the Festival’s deposit log in QuickBooks, as it
pertained to these three payments totaling $417,922, found the following:
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One check for $200,000 dated October 21, 2016, was received, and
deposited on November 14, 2016, per the deposit log.
One check for $200,000 dated March 3, 2017, was received and
deposited on March 23, 2017, per the deposit log.
One refund check from a supplier for an overpayment of $17,922, was
not included in the deposit log. The check was dated June 6, 2017, and
deposited on June 28, 2017. The departmental deposit slip was dated
June 26, 2017.

The delay between the check date and the deposit log receipt date appears longer
than what would be reasonably expected. Due to the lack of segregation of duties
controls we were unable to determine the accuracy of the deposit log and
therefore, unable to determine if the deposits were made within 48 hours.
Recommendations
Festival Management should ensure:
1.1

That journal entries are reviewed by a supervisor, and all support is obtained
and reconciled prior to posting.

1.2

Adherence to the University’s Cash Control Policy, specifically segregation
of duties and background checks.

Management Response/Action Plan:
1.1 The Festival has updated its Operations Manual to:
1. Require that the reconciliation of revenue generated to payments received be
completed prior to posting the revenue in PantherSoft Financials.
2. Specify that the revenue reconciliation and any related backup materials be
presented with the proposed journal entry to the Director, Enterprise
Development, Office of Auxiliary and Enterprise Development, for review and
approval prior to posting.
In addition, the Festival has included provisions in the latest executed IMG contract
for improved IMG reports and documentation accompanying settlements allowing
FIU to more easily validate the ticket revenue, the accuracy of settlements, and
amounts due to the Festival.
Implementation date: Immediately
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1.2 The Festival has revised the Cash Collection Procedures to reflect a fully segregated
assignment of cash handling tasks. This revision has been provided to the Office of
Controller.
A new check log process was implemented, outside of QuickBooks, to record all
checks and cash, if any, received by the Festival in a timely manner.
In addition, all Festival staff with cash handling duties, and their backups and
supervisors per the revised Cash Collection Procedures, have had Level II
background checks.
Implementation date: Immediately
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2. Payroll and Personnel Administration
Salaries and fringe benefits represented 15% of the Festival’s consolidated expenditures.
We reviewed 2,291 entries, representing 100% of the employees’ hours worked and leave
taken for the $1.2 million in related expenditures for the fiscal year 2016-2017 and noted
an opportunity for continued improvement.
Payroll Time Approval
The Festival’s payroll approval process was found to have materially improved
since last reported in our prior audit; however, we still noted some instances in
which payroll time was not properly approved. Specifically, we noted:


120 entries (5% of all time entries) were approved directly by the Payroll
Department rather than by Festival personnel; and



55 entries (2% of all time entries) were batch-approved by an employee of
the School of Hospitality and Tourism Management (“School”) without
written support. When payroll is batch-approved, the approver does not
check with managers or verify the time reported prior to completing the
batch approval.

The instances noted related primarily to two employees whose time were to be
approved by the Director of Enterprise Development, their direct supervisor.
However, she had delegated approval to an employee without access to the
Festival department. Therefore, all time entries for the two employees were batchapproved by the School or the Payroll Department.
According to FIU’s Human Resources Department, all employee time/leave entries
MUST be signed off by their manager by 2:00 p.m. on the Monday of pay
week. Otherwise, the Payroll Department automatically approves the entries.
Not properly approving payroll may result in employees being compensated for
time not worked and/or failing to properly record leave.
Recommendation
Festival Management should ensure that the:
2.1

Payroll approval process is adhered to.
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Management Response/Action Plan:
2.1 Delegation of payroll approvals has been revoked by the Director, Enterprise
Development, and all timecards of direct reports are reviewed and approved by the
Director.
The Office of Auxiliary and Enterprise Development is currently exploring the impact
of moving the Festival’s department in Human Resources and Financials PeopleSoft
systems from the Chaplin School of Hospitality and Tourism Management to under
the Division of Finance, which would address the infrequent early batch approvals
by Chaplin staff noted in the audit. While this is explored, the Festival has asked
Chaplin staff to process batch approvals at 2:00 P.M., consistently, allowing Festival
staff to approve time cards as needed.
Implementation date: Immediately
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3. Expenditure Controls
During the audit period, over $8 million in non-payroll expenditures were expended for
the Festival. We tested 77 disbursements (including three credit card transactions)
totaling $4,474,812 for compliance with University policies and procedures and applicable
laws, rules, and regulations. Exceptions found during our testing are as follows:
Contractual Agreements
Major Festival suppliers were last competitively selected in 2008 when the Florida
Board of Governors Regulation 18.001(5)(c), exempted this type of activity from
the $75,000 bidding requirement threshold. Festival staff have expressed
satisfaction with the current suppliers and generally renegotiate fees on an annual
basis.
Our review found that the administration and oversight of contractual agreements
need to be strengthened. Our observations follow:


Agency 21 Consulting, LLC (“Agency 21”) serves as the exclusive
sponsorship agency for the Festival and is responsible for selling
sponsorship on behalf of the Festival. As compensation for their services,
Agency 21 receives a percentage of the sponsorship revenue received and
a monthly retainer of $2,625. A total of $279,803 was paid to Agency 21.
During our review, we found that the monthly retainer fee paid was less than
the contracted amount. Although the contract with the supplier called for a
monthly retainer fee of $2,625, the supplier charged the Festival $2,375 per
month during a six-month period, resulting in a $1,500 discrepancy, which
was paid in the subsequent year.
In addition, during our review, we tested the only reimbursement for out-ofpocket expenses totaling $1,364 made to Agency 21. However, no support
for itemized charges was submitted to Payment Services with the invoice,
even though the invoice referenced attached documentation and receipts.
Proper support was subsequently provided upon our request.



CP Holding, LLC, which was paid a total of $251,874, provides rentals of
cookware, food service ware, and equipment for Festival events, as
needed. Per the agreement between the Festival and the supplier, a 10%
discount on all festival orders and an additional in-kind contribution or credit
of $75,000 were to be applied toward rental items. In addition, the
agreement states: “This agreement and any documents incorporated
specifically by reference represent the entire agreement between the
parties and supersedes all prior oral or written statements or agreements.”
Upon review of the invoices, the 10% discount was not provided on all
Festival orders and only a $50,000 credit was provided. According to
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Festival management, following a meeting held in March (after the Festival)
between Management and the supplier to discuss changes in the
contribution, they agreed to decrease the in-kind contribution from $75,000
to $50,000. They concluded this was appropriate because the Festival had
rented more items in prior years than in the current year. However, no
meeting notes or formal written amendment to the contract was completed.
Additionally, management explained that the 10% discount is only
applicable to non-perishable and non-labor items, even though the contract
specifically states that the 10% discount is applicable to all Festival orders.
Based solely on the contract, by reducing the in-kind contribution and not
taking the 10% off all Festival orders, the supplier was overpaid by $41,954.
Contracts should be well defined and any changes should be amended
formally.


The Festival entered into an agreement with the Loews Hotel for five events
along with a Hospitality and Media Suite. A total of $169,813 was paid to
the Loews Hotel. None of the invoices submitted to Payment Services for
payment processing was itemized or had sufficient details of the purchases.
However, we subsequently obtained proper additional support for the
charges.
Furthermore, $17,922 was erroneously paid twice, in March and April 2017,
by the Festival. The supplier billed the Festival twice for the same
event/items and management approved the invoices for payment without
ensuring the services invoiced had not been previously paid. Existing
PantherSoft controls did not detect the duplicate payment since the
supplier’s invoice numbers and total invoice amounts were different.
Management subsequently identified the duplicate payment and a refund
was received by the Festival in June 2017, prior to the audit. A review of
the invoices by Festival staff prior to approval for payment would have
prevented this double payment.



Metro Signs, Inc. contracted with Festival to provide signage for all events.
Per the contract, estimated costs were $206,500 and installment payments
of 50% and 25% were due on February 5, 2017, and February 23, 2017,
respectively, with the balance due March 15, 2017. In addition, a credit of
$29,445 for the overpayment from the 2016 Festival was to be applied to
the Festival’s invoice.
On January 9, 2017, the Festival paid a total of $144,550, which included
84% of the estimated costs and a credit from the prior year overpayment of
$27,929 ($1,516 less than the expected credit). We requested and received
support for actual signage purchased which showed the costs were
$140,708, thereby resulting in an overpayment of $3,842. Thus, the Festival
pre-paid the entire cost of the 2017 Festival 44 days in advance of the actual
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Festival date and almost a month before the original 50% installment
payment was due. Moreover, we noted that the overpayment was not
reimbursed and that the Festival’s records only had a credit due of $2,326.


University Procurement Manual requires that invoices be submitted for
approval and payment to the Payment Services Department of the
Controller’s Office. At a minimum, invoices submitted must contain the
following:
o
o
o
o
o
o
o
o

supplier name,
remit to address,
valid purchase order number,
invoice number,
invoice date,
description of goods and services,
quantity delivered by line item and cost per item, and
total amount due and payment terms.

Of the 77 selected invoices submitted to and approved by Payment
Services, 20 did not contain all of the above minimum requirements. The
description of goods and services or the cost per item was missing from
these invoices. Upon our request, additional support for these invoices was
provided and reviewed for propriety, without exception.
Credit Card Purchases
The Departmental Card Guidelines and Procedures require that a
cardholder never ask a merchant to split a charge into two or more charges
to circumvent their card limits. If a charge exceeds the single or monthly
card limits, the cardholder should submit a Temporary Maintenance
Request Form to the Credit Card Solutions Team. This rule applies to all
funding sources.
During our testing, we found that two transactions, totaling $27,487, were
actually for one purchase. Per management, the transaction was split in
two to circumvent the single transaction limit of $20,000.
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Recommendations
Festival Management should ensure that:
3.1

University disbursement policies and procedures are followed.

3.2

Contract language represents the intended understanding between the
parties and is adhered to.

3.3

Supplier invoices are carefully reviewed prior to approval for payment and
overpayments are refunded immediately, not carried from year to year.

Management Response/Action Plan:
3.1 All employees who are responsible for the use of the Festival’s P-Card, in addition
to the Director, Enterprise Development, have registered for Departmental Credit
Card Training this Fall as a refresher on the applicable policies and procedures. The
Festival’s Operations Manual has been updated to include direction on when a
cardholder must submit a Temporary Maintenance Request Form to the Credit Card
Solutions Team.
In addition, the Festival’s staff are now instructed to follow the University
Procurement Manual concerning the need to attach the necessary documentation
in PeopleSoft Financials for the processing of invoices by Payment Services. The
Festival’s Operations Manual now includes a specific reference to the University
Procurement Manual, and establishes the following mandatory requirements that all
invoices must include:
1) Supplier Name
2) Remittance Address
3) Valid PO Number
4) Unique Invoice Number
5) Invoice Date
6) Detailed Description of Goods or Services Received, in addition to the quantity
7) Total Due and Payment Terms
Implementation date: Immediately

Page 15 of 20

3.2 The Festival’s Operations Manual has been updated to require that all business
terms in agreements and amendments will be reviewed by the Director, Enterprise
Development, and changes in legal terms from the templates provided by the Office
of the General Counsel will be reviewed by a university attorney.
Implementation date: Immediately
3.3 The Festival’s Venue, Vendor and Independent Contractor agreement templates
have been updated by the Office of General Counsel to require Vendors and
Contractors to submit a Statement of Account with their invoices and to clarify that
any overpayments must be promptly refunded and not carried over from year to year.
The Festival’s Operations Manual has been updated to require the Accounting &
Compliance Manager to attach a Statement to any invoice for which supervisor’s
approval to pay is requested. The Statement requirement only applies to suppliers
who submit multiple invoices during the course of a single festival. The Accounting
& Compliance Manager is also required to request refunds for any overpayments
promptly.
Implementation date: Immediately
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4. PCI DSS Compliance
The Payment Card Industry Data Security Standards (PCI DSS) are technical and
operational requirements set by the PCI Security Standards Council to protect cardholder
data. (See Figure 1.) The standards apply to all entities that store, process, or transmit
cardholder data.

Figure 1 – PCI DSS Requirements

There are three ongoing steps for adhering to the PCI DSS, as follows:
1. Assess – Identifying all locations of cardholder data
by taking an inventory of IT assets and business
processes for payment card process and analyzing
them for vulnerabilities that could expose
cardholder data.
2. Repair
–
Identifying
vulnerabilities
and
implementing secure business processes.
3. Report
–
Documenting
assessment
and
remediation details through the submission of
compliance reports.
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3. Report

1. Assess

2. Repair

Using the three-step process listed on the preceding page and examining document
provided to us, we noted the following PCI DSS security controls pertaining to the Festival.

Diagram 1 – Ticket Purchase Process

Cardholder data are collected through the Festival’s ticket purchasing process. Paying by
credit card, customers may purchase ticket through one of the following methods:


Online on the South Beach Wine and Food Festival website using a secure HTTPS
encryption or directly through the Festival.



Onsite at the event, where IMG staff members use their laptops to transmit
payment data to Paciolan either by VPN, Frame Relay, or HTTPS mechanisms.
Approximately $66,000 (1.4%) of the total gross ticket sales were conducted onsite.

After the ticket sale is completed, the payment information is then stored in the hosting
company’s (Cyxtera) servers.
We verified through the Visa Global Registry of Service Providers website that Paciolan
and Cyxtera each had valid PCI DSS certificates of compliance are through December
and June 2018, respectively. We also examined the Service Organization Control (SOC)
reports for both vendors and concluded that there were no findings that would negatively
impact the 12 PCI DSS v3.2 requirements.
We performed a similar assessment for PCI DSS compliance of IMG and found that
although IMG provided us with an internal memo that confirmed they have implemented
procedures to protect their systems against malware, currently, they do not have an
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Attestation of Compliance (AOC) report for the laptops used at the event to attest they
are PCI DSS compliant. However, during our audit, we noted that on
August 3, 2017, IMG received a PCI DSS Certificate of Compliance from Trustwave for
successfully passing a self-assessment and vulnerability scan. Nonetheless, the
certificate does state that the self-assessment is based on unverified information provided
by IMG and that they also make no representation as to whether cardholder data is at risk
of being compromised. IMG also stated that the Trustwave scanning process is only
relevant to some hosts related to PCI. Lastly, the FIU PCI Compliance Team performed
a merchant review in 2017 and discovered that the Festival was receiving cardholder
information by e-mail. According to the Festival, they remediated the process of ticket
sales by e-mail upon notification from the FIU PCI Compliance Team.
According to the IMG contract with the Festival, the contractor agrees to adhere to PCI
DSS and will cooperate to demonstrate its compliance with all PCI DSS requirements.
Additionally, the Office of the Controller Newsletter 2018-18 Volume 3’s Use Online
Payment Card Systems Appropriately, instructs not to use a general-purpose workstation
or offer payment card entry on any device not properly secured or approved by the FIU
PCI Compliance Team4. By obtaining an approval from the FIU PCI Compliance Team,
management increases their ability to ensure the appropriate protection of the information
systems used in the cardholder payment process and thereby decreases reputational
risk5 of the FIU sponsored event. [This was also a similar finding in our prior audit.]
Recommendation
Festival Management should have:
4.1

The PCI Compliance Team evaluate the cardholder data process to ensure
payment transactions are processed in a PCI compliant manner.

Management Response/Action Plan:
4.1 Festival has included requirements in IMG’s contract to cooperate fully with FIU
and/or its auditors to demonstrate its compliance with all PCI DSS requirements.
This includes, specifically, that IMG:
1. Make their hardware available for inspection by the FIU PCI Compliance Task
Force; and
2. Provide an Attestation of Compliance (AOC) or use a validated P2PE solution on
their devices so that they are no longer in PCI scope. The Festival will continue
to work with the FIU PCI Compliance Task Force to continue the ongoing
valuation of the cardholder data process. In addition, the Festival has asked the
4

FIU PCI Compliance Team consists of seven employees from the Network Services and the Accounting and
Reporting Services Departments.
5
Reputational risk is a threat or danger to the good name or standing of a business or entity.
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PCI Compliance Task Force to complete a comprehensive review and report with
actionable recommendations by the end of December 2018, to ensure continued
compliance with PCI.
Compliance Team comprehensive review. Based on a December 2018 review date,
any recommendations would be implemented for the 2020 Festival.
Implementation date: December 2018
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