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Date: August 26, 2019

To: Vanessa Merine, Director, Office of Admissions Operations, Enroliment
Processing Services Department

From: Trevor L. Williams, Chief Audit Executi

Subject: Audit of Internal Controls and Data Seturity over Personal Data
Pursuant to Florida Department of Highway Safety and Motor Vehicles
Contract Number HSMV-0910-16 — Report No. 19/20-02

Pursuant to your request, we performed an audit of the internal controls and data security
governing the Office of Admissions Operations, Enrollment Processing Services
department’s use and dissemination of personal data pursuant to the requirements of the
Florida Department of Highway Safety and Motor Vehicles (DHSMV) Contract Number
HSMV-0910-16. The objectives of the audit were to determine whether the Enrollment
Processing Services department has policies and procedures in place to prevent
unauthorized access, distribution, use, modification, or disclosure of the personal data
provided or received pursuant to the executed memorandum of understanding.

You will note that the scope and breadth of the current audit is more expansive than that
of similar audits of the driver license and motor vehicle data received under prior DHSMV
contracts, due to the new audit requirements stipulated in the current contract.
Consequently, these new requirements have impacted the reporting format and results of
our audit.

The audit also forms a basis for us to sign the Florida Highway Safety and Motor Vehicles
Attestation Statement certifying that we have evaluated the internal controls over personal
data and that the controls are adequate to protect the personal data from unauthorized
access, distribution, use, modification, or disclosure; and to certify that any and all
deficiencies/issues found during the audit have been corrected and measures enacted to
prevent recurrence.

We want to take this opportunity to express our appreciation to you and your staff for the
cooperation and courtesies extended to us during the audit.

Attachment

C: Board of Trustees
Mark B. Rosenberg, University President
Kenneth G. Furton, Provost, Executive Vice President and Chief Operating Officer
Kenneth A. Jessell, Chief Financial Officer and Senior Vice President
Javier |. Marques, Vice President and Chief of Staff, Office of the President
Kevin B. Coughlin Jr. Vice President Enroliment Services
Robert N. Grillo, Vice President and CIO
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SCOPE, OBJECTIVES, METHODLOGY, MANAGEMENT’'S
RESPONSIBILITY, AND AUDITOR’S RESPONSIBILITY

Audit Scope and Obijectives

We performed an audit of the Office of Admissions Operations, Enrollment Processing
Services Department’s (‘EPS” or “the EPS Department”) internal controls and data security
governing the use and dissemination of personal data pursuant to the requirements of the
Florida Department of Highway Safety and Motor Vehicles (DHSMV) Contract Number
HSMV-0910-16 (“MOU"). According to Section VI, Part B, of the MOU, the agreement is
contingent upon the EPS Department having appropriate internal controls over personal
data. In furtherance of this requirement, the DHSMV requested FIU to submit an attestation
from either a certified public accounting firm or its internal auditor.

The objectives of the audit were to determine whether the EPS Department has policies and
procedures in place to prevent unauthorized access, distribution, use, modification, or
disclosure of the personal data that is provided or received pursuant to the MOU.

Audit Methodology

The audit methodology was based on the requirements of the MOU and the DHSMV
External Information Security Policy. To align with the requirements of the MOU, our audit
included evaluation of internal controls in place during the MOU service year ended May
31, 2019. The audit was conducted in conformance with the International Standards for
the Professional Practice of Internal Auditing and ISACA IS Audit and Assurance
Standards and included tests of the applicable standards identified in DHSMV External
Information Security Policy and such other auditing procedures, as we considered

necessary under the circumstances. We performed our audit fieldwork between June and
August 2019.

To satisfy our objectives, we:

e Reviewed University policies and procedures, applicable Florida Statutes, MOU
HSMV-0910-16, and the DHSMV External Information Security Policy;

o Observed the EPS Department’s current processes and practices;

¢ Interviewed responsible personnel; and

¢ Tested selected relevant controls.

The controls tested, the results of the tests, and management’s corrective actions, where

applicable, are presented in Section | — Summary of Audit Results and Management’s
Corrective Actions.

The University’s Information Technology Department (“Division of IT” or “DolT”) completed
a risk assessment of the EPS Department and was instrumental in assisting the EPS
Department with identifying and remediating security vulnerabilities identified through the
risk assessment. The Division of IT also assisted the EPS Department with correcting
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deficiencies identified during the audit. In conducting the audit, we relied on the work
performed by the Division of IT to satisfy the testing of certain audit objectives.

Management's Responsibility

Pursuant to the MOU, the Office of Admissions Operations, Enroliment Processing Services
is responsible for ensuring that appropriate internal controls are in place at all times that data
is being provided or received pursuant to the MOU to ensure that the data is protected from
unauthorized access, distribution, use, modification, or disclosure. The Enroliment
Processing Services’ management is also responsible for ensuring that deficiencies found
during the audit are corrected and measures are put in place to prevent recurrence.

Auditor’s Responsibility

Our responsibility is to: (1) provide an Attestation Statement indicating that we have
evaluated the internal controls over personal data and that the controls are adequate to
protect the personal data from unauthorized access, distribution, use, modification, or
disclosure; and (2) certify that any and all deficiencies/issues found during the audit have
been corrected and measures enacted to prevent recurrence. Our audit forms a basis for us
to sign the Florida Highway Safety and Motor Vehicles Attestation Statement on page 22.

BACKGROUND

Per Florida Statues Section 1009.21, students shall be classified as either Florida
residents or nonresidents for tuition purposes. On May 19, 2016, Florida International
University’s (FIU) Enroliment Processing Services entered into the Memorandum of
Understanding 0910-16 with the Florida Department of Highway Safety and Motor
Vehicles. The MOU is a six-year agreement which allows the EPS electronic access to
driver license and motor vehicle data, stored in the DHSMV’s Driver and Vehicle
Information Database (DAVID) system, to be used to verify information submitted for initial
residency classification for tuition purposes as part of the admissions process at FIU. The
agreement expires May 19, 2022, and its continuance is contingent upon the EPS having
appropriate internal controls in place at all times to protect the data, that is being provided
or received pursuant to the MOU, from unauthorized access, distribution, use,
modification, or disclosure.

The MOU requires that EPS develop security requirements and standards consistent with
the DHSMV External Information Security Policy (EISP) and employ adequate security
measures to protect the information, applications, data, resources, and services. Although
prior to the commencement of our audit the EPS Department had a documented ‘Initial
Residency Review Process’ and employed certain control activities related to its use of
DAVID, it lacked documented policies and procedures that provided guidance over its use
of DAVID. During the course of the audit, the EPS Depariment codified its operating
practices and controls pertaining to its use of DAVID into an operational manual. The newly
developed policies are referenced in the table on pages 5 - 20.
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OVERALL SUMMARY AND INTERNAL CONTROL RATING

Our audit concluded that Enrollment Processing Services’ current policies and procedures
are adequate to prevent unauthorized access, distribution, use, modification, or disclosure
of the personal data that is provided or received pursuant to the MOU. However, during
the audit, we identified opportunities to strengthen EPS’ internal controls that pertain to
data access security, Quarterly Quality Control Review (QQCR) documentation, timely
review of vulnerability scans and Data Loss Prevention (DLP) reports, password
protection, and segregation of duties. Measures to strengthen these areas of control were
codified into a newly developed DAVID Operational Manual. Also, prior to the conclusion
of this audit, the EPS Department corrected the deficiencies identified and enacted
measures to prevent recurrence. Our overall evaluation of internal controls is summarized

in the table below.

CRITERIA

Process Controls

INTERNAL CONTROLS RATING

FAIR

Policy & Procedures
Compliance

Effect

Information Risk

External Risk

||| < [

| Opportunities
Process Controls Effective exist to improve
effectiveness

INTERNAL CONTROLS LEGEND

Policy & Procedures

Non-compliance

Non-compliance

: ; : Issues may be
Compliance issues are minor systemic
Not likely to impact Impact on
Effect operations or outcomes
contained

program outcomes

Data systems are | :

Inforrhaition mostly accurate
Information Risk systems are y
reliable k?Ut can be
improved
External Risk None or iow Potential for

damage
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SECTION | - SUMMARY OF AUDIT RESULTS AND MANAGEMENT’S CORRECTIVE
ACTIONS

The areas tested during the audit, our observations, and management’s corrective actions

related to the internal processes in place to protect the data as outlined in the MOU and
the DHSMV’s EISP are presented on pages 5 through 20.
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SECTION II - Florida Highway Safety and Motor Vehicles Attestation Statement
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Terry L. Rhodes

Executive Director
I | W |
F FEREy
[ N
FLORIDA HIGHWAY SAFETY | AND MOTOR VEHICLES 2900 Apalachee Parkway
Tallahassee, Florida 32399-0500
www.flhsmv.gov

ATTESTATION STATEMENT

Contract Number HSMV-0910-16

In accordance with Section VL., Part A, of the Memorandum of Understanding between Department of Highway
Safety and Motor Vehicles and FL Intemalional University - Enroliment Processing Center (Requesting Agency), this MOU is
contingent upon the Requesting Party having appropriate internal controls over personal data sold or used by the
Requesting Party to protect the personal data from unauthorized access, distribution, use, modification, or
disclosure. Upon request from the Providing Agency, the Requesting Party must submit an attestation stating that
a currently licensed Certified Public Accountant performed an audit in accordance with the American Institute of
Certified Public Accountants (AICPA), “Statements on Standards for Attestation Engagement.” In lieu of
submitting the attestation from a currently licensed Certified Public Accountant, the Requesting Party may submit
an alternate certification with pre-approval from the Department. In the event the Requesting Party is a
governmental entity, the attestation may be provided by the entity’s internal auditor or inspector general. The
attestation must indicate that the internal controls over personal data have been evaluated and are adequate to
protect the personal data from unauthorized access, distribution, use, modification, or disclosure. The attestation
must be received by the Providing Agency within 180 days of the written request. The Providing Agency may
extend the time to submit attestation upon written request and for good cause shown by the Requesting Agency.

FL International University - Enroliment Processing Center

(Requesting Agency) hereby attests that Requesting Agency
has evaluated and has adequate controls in place to protect the personal data from unauthorized access,
distribution, use and modification or disclosure and is in full compliance as required in the contractual agreement.

On@ e

Signature of Authorized Official

Vanessa Merine Trevor L. Williams, CPA
Printed Name Printed Name

Director, Enrollment Operations August 23,2019
Title Date

August 23, 2019

Date

Florida International University
NAME OF AGENCY

------------------------------------------------------------------------------------------

«+ Service * Integrity + Courtesy * Professionalism ¢ Innovation * Excellence *
An Equal Opportunity Employer

Page 22 of 23



GLOSSARY OF ABBREVIATIONS

AO:
ASP:

DAVID:

DHSMV:

DLP:
EISP:

EPS:

ESM:
FIU:
GPO:

SCCM:

Florida International University’s Office of Admissions Operations

Application Service Provider

The Florida Department of Highway Safety and Motor Vehicles’ Driver and
Vehicle Information Database system

The Florida Department of Highway Safety and Motor Vehicles

Data Loss Prevention

The Florida Department of Highway Safety and Motor Vehicles’ External
Information Security Policy manual

Florida International University’s Enroliment Processing Setrvices
Department

Enterprise Security Management Team
Florida International University

Group Policy Object. It refers to a collection of Group Policy configurations
defined for a specific system.

Information Security
Information Security Manager
Information Technology
Memorandum of Understanding

Point of Contact

The Florida Department of Highway Safety and Motor Vehicles’ Driver and
Vehicle Information Database system Quarterly Quality Control Review

The Florida Department of Highway Safety and Motor Vehicles’ Driver and
Vehicle Information Database system Quarterly Quality Control Review
Report

System Center Configuration Manager
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