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Subject: Annual Report for FY 2020-2021 
 

 

In compliance with Florida Board of Governors Regulation 4.002, the FIU Office of 

Internal Audit has prepared this annual report to summarize the Office’s activities for the 

2020-2021 fiscal year. Board of Governors Regulation 4.002(8) states that: “By September 

30th of each year, the chief audit executive shall prepare a report summarizing the 

activities of the office for the preceding fiscal year.” In addition, Board of Governors 

Regulation 4.002(6)(d) states that: “The chief audit executive shall develop audit plans 

based on the results of periodic risk assessments. The plans shall be submitted to the 

board of trustees for approval.” On June 16, 2021, the Board of Trustees’ Audit and 

Compliance Committee reviewed and approved the FIU Office of Internal Audit FY 2021-

2022 Internal Audit Plan included herein. 

 

Unlike any other time in recent history, our University’s operations have experienced 

unprecedented changes due to COVID-19. We continue to adjust to these changed 

circumstances. Through it all, the FIU Office of Internal Audit will continue to promote 

effective controls, evaluate operational effectiveness, and identify opportunities to more 

efficiently and cost effectively deliver education and other beneficial services to the 

students at our University. We are committed to providing you with quality information 

to assist you in decision-making and fulfilling your duties and responsibilities. 

 

We appreciate the support and encouragement you have provided, and the cooperation 

extended to us by University staff. 
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The FIU Office of Internal Audit (OIA) 
serves as an independent appraisal 
function for the University. Our audits of 
the University’s colleges, departments, and 
programs evaluate financial processes, 
internal controls, operational efficiencies, 
and compliance with applicable laws, 
rules, regulations, and University policies 
with a view towards ensuring that services 
are appropriately delivered in the most 
efficient, effective, and economic manner 
possible. Our Office is also responsible for 
conducting investigations for allegations 
of fraud, waste, abuse, or wrongdoing, and 
whistle-blower complaints. 

Recognizing the need for independence, the Chief Audit Executive (CAE) has direct 
reporting responsibility to the University’s Board of Trustees’ Audit and 
Compliance Committee. In addition, the audit staff has unrestricted access to all persons, 
records, systems, and facilities of the University. Our Office continues to benefit from this 
independence as we have not encountered any threats to our independence that may 
impair our ability to function in a manner consistent with our vision. 

To accomplish our work, 
we prepare a risk-based 
annual audit plan that is 
reviewed and approved 
by the Audit and 
Compliance Committee. 
We perform our audit 
work in accordance with 
the International Standards 
for the Professional Practice 
of Internal Auditing 
adopted by The Institute 
of Internal Auditors (IIA).

Vision: 

To provide independent, objective 

assurance and consulting activity 

designed to add value and improve FIU 

operations. 

Mission: 

To enhance and protect organizational 

value by providing risk-based and 

objective assurance, advice, and insight 

through a systematic disciplined 

approach to evaluate and improve the 

effectiveness of the organization's 

governance, risk management, and 

control processes. 
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The Chief Audit Executive is appointed by the University President, in consultation with 
the Chair of the Audit and Compliance Committee, and operates under the general 
oversight of the University President. The Chief Audit Executive reports functionally to 
the Board of Trustees through the Audit and Compliance Committee and 
administratively to the President through the Chief of Staff. This reporting relationship 
promotes independence and assures adequate consideration of audit findings and 
planned corrective actions. The OIA staff reports to the Chief Audit Executive as depicted 
in the organizational chart below. 

 

 

 
Our office currently has two vacancies—an Audit Manager position and a Senior Auditor 
position. Our aim is to be fully staffed at the earliest possibility with qualified candidates.  
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Our internal auditors must possess the knowledge, technical skills, and other 
competencies needed to perform their individual responsibilities. Accordingly, we have 
a mandatory continuing professional development program. The entire audit staff 
individually receives a minimal number of approved training hours.  

Professional Development 

The Office is committed to maintaining a competent, professional staff. To that end, the 
audit staff continues to take advantage of available professional development 
opportunities through the various modalities permitted under the circumstances. In 
August, seven members of the staff attended a two-part virtual seminar on Fraud 
Detection and Incident Response, hosted by the Association of Inspectors General. In 
addition, Ms. Natalie San Martin, Audit Project Manager, attained The Institute of 
Internal Auditor’s Certification in Risk Management Assurance (CRMA) designation in 
July 2020. During the year, nine staff members attended the Association of College and 
University Auditors (ACUA) AuditCon Webinar 2020, sponsored by ACUA. The audit 
staff also participated in a six-part webinar series, titled Battling Employee Misconduct, 
Theft and Fraud. Collectively, the OIA staff members completed 564 hours of 
professional development that are related to maintaining their professional competence.  

Professional Association 

During the year, we also maintained group and individual affiliations with the following 
professional organizations: 
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The following graph reflects how the OIA’s direct staff time was spent during the past 
five fiscal years: 

 

As depicted, our workload is often difficult to predict from year to year as investigations 

and other unplanned work affect our progress towards completion of all the planned 

audit projects.  

During the 2019-2020 fiscal year, a significant portion of the Office’s resources was spent 

investigating an increased number of serious complaints and developing, testing, and 

launching our Panther Audit Platform—a tool that assists management with managing 

their outstanding audit issues. During FY 2020-2021, we realigned our resources with a 

greater focus on executing the approved audit plan. This realignment resulted in the 

Office completing 12 internal audits in FY 2020-2021 compared to seven in FY 2019-2020. 
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We performed an audit of Payroll Irregularities, Fraud Controls, and New Employee 
Document Verification for the period September 21, 2019, through October 4, 2019, and 
assessed the practices through August 2020. The primary objective of the audit was to 
determine whether there were adequate and effective controls and procedures in place 
to ensure that new employee documentation was adequately completed and that 
established processes over data processing and maintenance of employee information in 
PantherSoft Human Resources were adequate and effective to prevent the creation of 
fictitious employees and for the hiring and separation of employees. The audit also 
assessed the Division of Human Resources (HR) compliance with University policies and 
procedures, and applicable laws, rules, and regulations. 
 
During this period, the University paid total gross wages and benefits of $22,822,272, 
hired 177 employees, terminated 64 employees, and transferred 59 employees within 
departments. 
 
We were pleased to report that our audit found no instances of fictitious employees and 

found that HR has adequate controls in place for mitigating payroll-related risks. 

Nevertheless, we identified opportunities for improvement related to the documentation 

for on-call pay, faculty vacation leave time reporting, completing relevant termination 

documents, timely terminating employees within PantherSoft, and monitoring data 

inputs and modifications performed by Central HR super users for irregularities. We 

offered nine recommendations, which management agreed to implement. 

 
 

 

 
At the request of the CEO of the Florida International University Foundation, we 
completed an audit of Compliance with Donor Confidentiality and Intent for 
philanthropic gifts managed by the Foundation for the period July 1, 2018, through 
January 31, 2020, and assessed their practices through July 31, 2020. The primary objective 
of our audit was to determine whether: a) procedures and controls to ensure compliance 
with donor confidentiality and intent were adequate, b) philanthropic gifts were used 

Audit of Payroll Irregularities, Fraud Controls,  
and New Employee Document Verification 
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properly and comply with donor intent, and c) appropriate controls were in place to 
protect donor’s personally identifiable information.  
 
For the audit period July 1, 2018, through January 31, 2020, the Foundation recognized 

$50.2 million, net of the discount, in contribution revenues.  

Overall, our audit found that the function was managed well. The Foundation has 
adequate procedures and controls in place to ensure compliance with donors’ 
confidentiality and intent. Notwithstanding these noted controls, opportunities for 
improvement exist in Information Technology controls, specifically for identity access 
management, audit logs, and business continuity plan maintenance. We offered three 
recommendations, which management agreed to implement. 
 
 
 

 

 
This audit of the 2019 Novel Coronavirus (“COVID-19”) Student Financial Assistance 
Program was the first of two audits of the COVID-19 related funds the University 
received through the Coronavirus Aid, Relief, and Economic Security (CARES) Act. This 
audit covered the period April 1, 2020, through July 31, 2020. The objectives of the audit 
were to determine whether the University was compliant with the requirements of the 
CARES Act and the guidance provided by the U.S. Department of Education as it 
pertained to: (a) the eligibility of students receiving distributions; (b) how distribution 
amounts were calculated; and (c) the manner of how eligible students were selected. 
 
FIU was awarded $38,301,957 of the CARES Act Higher Education Emergency Relief 
Fund (HEERF), of which it allocated and distributed $19,150,979, fifty (50) percent of the 
total funds received, in emergency financial aid grants to students. The grants were 
distributed to 9,549 students from a total of 13,967 applications submitted between April 
22 and June 3, 2020, when funds ran out. Subsequently, 2,362 additional applications were 
received through July 27, 2020. The grants are to be used to cover expenses directly 
associated with the disruption of campus operations due to the coronavirus, including 
food, housing, course materials, technology, health care, and childcare. The tasks of 
applying, managing, and distributing the funds were handled by the Office of Financial 
Aid and the Office of Scholarships. 
 
The audit found that the University established an emergency aid awarding process 
consistent with the guidelines. However, the audit also found instances of the inaccurate 
calculation of awards and one case where a student received aid for the summer term 
although being ineligible during that term. Also, opportunities for improvement existed 
related to the systematic selection of eligible students. 
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This is an audit of the claims billing and collections process for medical services the 

University’s Sports Medicine team provides to FIU student-athletes for injuries incurred. 

The audit covered the period of July 1, 2018, through June 30, 2019. 

The primary objective of the audit was to determine if established controls and 

procedures were adequate to ensure that: a) internal medical services provided to 

student-athletes were accurately and timely billed, collected, and recorded; and b) 

services provided by the contracted claims billing company were effective and comply 

with the governing Service Agreement. The audit also evaluated related Information 

Technology (IT) controls over the software system that connects to electronic medical 

records and verified they were adequate and effective.  

In summary, the audit found that controls over the claims billing and collections process 
for injuries to student-athlete needed significant improvement. There were control gaps 
in the process of monitoring the contract revenue that was generated by this activity. 
Compliance with the terms of the Service Agreement also deserved focused attention. 
Further, the vendor’s contract performance and both parties’ fundamental understanding 
regarding expectations under the terms of the contract were ambiguous, at best. We 
proposed 14 recommendations, which management agreed to implement. 
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We completed an audit of University Fleet Management for the period January 1, 2019, 
through February 29, 2020, and assessed the practices through July 31, 2020. Broadly 
stated, the primary objective of our audit was to determine whether there were adequate 
and effective controls and procedures in place to ensure that the University fleet of 
approximately 630 vehicles and other pieces of equipment was properly accounted for, 
maintained, and operated under safe conditions.  
 
While the Division of Fleet Management is responsible for the long-term strategic 

management and oversight of the day-to-day operations, the repair and maintenance of 

the fleet is outsourced to a fleet maintenance vendor.  

In summary, we noted that the University’s Fleet Management has established a robust 

maintenance program that ultimately expands the lifecycle of vehicles. Moreover, Fleet 

Management has timely addressed violations noted by official agencies. However, we 

noted areas for improvement related to the documentation of fuel policies and 

procedures, the timeliness of maintenance and inspections, the recording and tracking of 

accountable property, and the processes that promote safety. We offered 15 

recommendations, which management agreed to implement. 

 

 

 

 

 

For FY 2020-2021, the Florida Legislature and Governor allocated $560 million in 

performance-based awards, of which FIU received $66.2 million. This annual audit of the 

University’s performance-based funding and emerging preeminent metrics is required 

by Florida Statute 1001.706. The primary objectives of our audit were to determine 

whether the processes established by the University ensure the completeness, accuracy, 

and timeliness of data submissions to the BOG that support the Performance Based 

Funding and Emerging Preeminent Metrics and to provide an objective basis of support 

for the University Board of Trustees Chair and President to sign the representations made 

in the Performance Based Funding - Data Integrity Certification filed with the BOG by 

March 1 of each year.  

 

Our audit confirmed that FIU continued to have good process controls for maintaining 

and reporting performance metrics data. In our opinion, the system, in all material 
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respects, continued to function in a reliable manner. Nevertheless, although having no 

adverse impact on the calculation of the metrics tested, we noted three conditions related 

to some ancillary University processes for data maintained in PantherSoft that suggested 

the need for process improvements thereto. 

 

 

 

 

 

This audit of the Coronavirus Aid, Relief, and Economic Security (CARES) Act 

Institutional Relief Funds is the second of two pertaining to COVID-19 relief funds 

received by the University. The audit covered expenditures between April 1, 2020, and 

December 31, 2020. The objective of the audit was to determine whether the established 

controls for the use of CARES funds were: (a) adequate and effective; (b) being adhered 

to; and (c) compliant with the requirements of the CARES Act, the guidance provided by 

the U.S. Department of Education (USDOE), and University policies and procedures. 

Specifically, we ensured: (a) the establishment of a clear nexus between the allowable 

reimbursement and significant changes to the delivery of instruction due to coronavirus; 

(b) the confirmation that student refunds (e.g., room and board, meals, and other fees), 

technology (e.g., laptops, hotspots) purchased for students, and other allowable costs 

originated on or after March 13, 2020; and (c) the assurance that funds were not used for 

endowments, athletic or religious facilities, and enrollment recruitment activities such as 

marketing and advertising.  

 

The University refunded students approximately $3.4 million for unused housing 

expenses and $813,200 for unutilized meal plans through the CARES Act Institutional 

Relief Funds. Additionally, the University used $3.5 million to pay for the incremental 

costs for providing information technology, personal protective equipment, payroll, 

testing lab, contact tracing, and cleaning supplies due to the pandemic. 

 

Overall, our audit found there were adequate procedures and controls in place over FIU’s 

use of the CARES Act Institutional Relief Funds to ensure compliance with the CARES 

Act, USDOE guidance, and University policies and procedures. In addition, we 

concluded that the amounts determined for reimbursable costs from the USDOE were 

fairly calculated, in all material respects. We made four recommendations, which 

management agreed to implement. 
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We completed an audit of Grant Accounting – FIU Foundation Funded for the period 
July 1, 2019, through June 30, 2020, and assessed the practices through  
March 1, 2021. The primary objectives of our audit were to determine whether: (a) there 
were adequate and effective controls in place for the proper administration of FIU 
Foundation-funded research, (b) there were adequate controls in place to detect and 
prevent researchers from circumventing the Foundation and University grant approval 
processes, and (c) Foundation-funded research funds were used properly in accordance 
with gift requirements and University policies and procedures.  
 
During the audit period, there were 51 active Research Projects, which incurred expenses 
totaling $1,730,463. For the same period, seven Research Projects with contributions 
totaling $745,712, were opened.  
 
Our audit found that apart from a single instance related to the reimbursement of $43,614 
of travel expenses connected to a donor’s quid pro quo contribution as defined by the 
Internal Revenue Service Publication 1771, Research Project funds were used consistent 
with the gift requirements and University policies and procedures. In addition, we found 
no instances of researchers circumventing the University’s grant approval process 
through the Foundation or auxiliaries. However, we noted that although the Research 
Project administration training provided to staff was robust, a monitoring component 
was lacking. We offered three recommendations, which management agreed to 
implement. 
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We examined the Department of Parking, Sustainability and Transportation’s 
(“Parking”) Compliance with Contract Number HSMV-0548-018 (“MOU-0548-18”) with 
the Florida Department of Highway Safety and Motor Vehicles, pursuant to Section VI, 
Part B of the Memorandum of Understanding for Governmental Entity Access to Driver 
and Vehicle Information Database System. The objectives of the examination were to 
determine whether Parking’s policies and procedures for protecting personal data were: 
(1) adequate and effective, (2) being adhered to, and (3) designed to ensure that the 
confidentiality of the data was maintained and protected. This includes an evaluation of 
the controls in place to prevent unauthorized access, distribution, use, modification, or 
disclosure of personal data. The examination also certified that: (1) all deficiencies and/or 
issues found during the examination have been corrected and (2) corrective measures 
have been enacted by Parking to prevent recurrence.  
 
We concluded that the examination procedures we performed provided us with a 
reasonable basis for concluding that the current internal controls adequately protected 
personal data from unauthorized access, distribution, use, modification, or disclosure, in 
accordance with the identified criteria outlined in MOU-0548-18, in all material respects. 
We also determined that all deficiencies and/or issues found during the examination 
either have been corrected or corrective measures have been enacted by Parking to 
prevent recurrence. 
 

 

 

 

We performed a review of employee Expense Reports, wherein we discovered a control 
weakness in their preparation related to expenses paid for with the University’s 
Departmental credit card. We identified this issue while working with available data in 
developing a pilot for a continuous monitoring framework for implementation into the 
Office of Internal Audit workflow.  
 
We identified $27,018 in overpayments mostly to employees ($651 was overpaid to a 
hotel) during the period of November 15, 2017, through April 5, 2021, due to said control 
weakness. Of this amount, $5,055 had been previously identified as overpayments by 
either the respective employee, department, or the Office of the Controller and had been 
reimbursed to the University. However, $21,963 remained uncollected at the time of this 
report. We recommended that management pursue reimbursement of the uncollected 
amounts and implement preventive and detective controls to prevent a recurrence. 
 

Examination of the Department of Parking, Sustainability and 

Transportation’s Compliance with Contract Number HSMV-0548-18 
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We performed an audit of Procurement and Competitive Bidding Procedures for the 
period July 1, 2018, through March 31, 2020, and assessed the practices through March 
31, 2021. The primary objective of our audit was to determine if established controls and 
procedures over the purchase of commodities through the University’s purchase order 
system were adequate, effective, and being adhered to. We were also interested in 
determining whether purchases approximating $268 million expended through 27,631 
Purchase Orders (POs) were compliant with University policies and procedures, 
applicable laws, rules, and regulations, and followed industry best practices.  
 
In summary, we noted that there were adequate and effective controls in place for the 
purchase of commodities and contractual services; specifically, the informal and formal 
solicitation processes followed state statutory competitive solicitation and exceptions 
requirements. However, we identified possible enhancements to the procurement 
process that were not compliance-related but were operational. Advanced spend 
analyses were not performed, which among other benefits, provide additional spend 
visibility and identify savings opportunities. In addition, there was a lack of proper 
documentation in some instances, specifically related to POs, piggyback contracts, and 
sole source exemptions. We also noted that the pricing for purchases made utilizing 
Blanket POs may not be adequately verified against the contracts. We proposed six 
recommendations, which management agreed to implement. 
 

 
 

 

 

We completed an audit of Media Sanitization Guidelines and Controls. The primary 
objective of our audit was to determine whether the technology controls in place 
provide reasonable assurance that media sanitization processes were compliant with 
the State of Florida regulations, University policies and procedures, and the National 
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Institute of Standards and Technology (NIST) guidelines, to minimize the risk of 
unauthorized University data disclosure upon the transfer or disposal of media. 
 
The Division of Information Technology is responsible for validating that any 
information systems equipment used for University business is erased using clearing, 
purging, or destruction techniques prior to the media being sent to surplus, reused, 
donated, and/or discarded.  
 
Overall, our audit identified areas where FIU has opportunities to strengthen the 
media sanitization processes. Those include:  

 

• Incorporating specific repeatable sanitization procedures for various media in a 
formal operations manual. 

• Leveraging important additional capabilities of the media sanitization tools 
currently in use or being offered by other tools. 

• Finalizing and communicating an organization-wide data classification policy 
and aligning Media Sanitation Guidelines with current practices. 

• Improving the recordkeeping pertaining to sanitized devices by applying an 
MSCID sticker to all such devices and electronically documenting the details 
required by NIST upon their sanitization. 

• Establishing and implementing procedures for the verification of sanitization 
results. 

• Defining the frequency for testing and calibrating sanitization equipment and 
establishing a log to record equipment testing activity. 

• Updating the Media Sanitation Guidelines to include defining circumstances 
requiring the sanitization of portable media and dual authorization, media 
sanitization equipment and types of media, and the approval required for any 
exceptions to the guidelines, among other enhancements.  

• Developing, in collaboration with Surplus, training content specific to FIU 
media sanitization protocol.  
 

We proposed 13 recommendations, which management agreed to implement. 
 
 
 
 

One of the responsibilities of the OIA is to investigate allegations of financial fraud, waste, 

abuse, wrongdoing, and any whistle-blower complaints. Accordingly, from time to time, 

our office receives and reviews complaints from various sources: The Chief Inspector 

General, the BOG’s Inspector General, the FIU hotline, Human Resources, and directly 

from a complainant. During FY 2020-2021, our office received eight such complaints, 
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which were either fully investigated by us or referred to the appropriate University staff 

for follow-up after our initial evaluation of the complaint.  

BOG regulation requires that an appropriately redacted final investigative report shall be 
submitted to the appropriate action officials, board of trustees, and the Board of 
Governors if, in the CAE’s judgment, the allegations are determined to be significant and 
credible.  

In addition, throughout the year, our office worked with the Office of Compliance and 
Integrity and the Department of Human Resources in evaluating and assigning 
complaints received through the University’s complaint hotline to the appropriate 
personnel to investigate. 

 

 

During the fiscal year, our Office has taken advantage of opportunities to 

provide support, in an advisory capacity, to University management. Office resources 

were utilized in significant amounts in providing consulting services to management in 

their oversight of Higher Education Emergency Relief Funds I, II, and III. Also, we have 

provided similar support to University management in their efforts to reach a 

satisfactory resolution to the contractual matters related to Athletics medical billing.  
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Our Office has a systematic process for following up on outstanding audit 

recommendations through their implementation. Each month, through the OIA Panther 

Audit Platform, automatic notifications are sent to the issue-owners of recommendations 

that are due for implementation. The self-reported status of the recommendations by 

management and their verification and validation by audit staff are documented in the 

Platform. We believe this tool advances our audit follow-up function to a posture of 

greater accountability from University management. The results of our audit follow-up 

activity are reported to the University President and BOT on a six-month interval. 

During FY 2020-2021, there were 103 recommendations that were due for 

implementation. Through our validation of the reported status, we concluded that 100 

recommendations (97 percent) were completed and three (3 percent) were partially 

implemented. 

 

 

97%

3%

Implementation Status of Audit 
Recommendations For FY 2021

Completed

Partially Implemented
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Through our periodic and engagement level risk assessments, we may identify risks 

faced by the University. Risks that are evaluated as significant or high are considered for 

audit coverage either during a planned or current audit. Similarly, while performing an 

audit, we may uncover certain risks, conditions, or matters of concern, which we will 

report and recommend that management take the necessary corrective action. We have 

found that all such recommendations made to management during FY 2020-2021 have 

been accepted by management. 

 

 

 
 

Newsletter and Technical Alerts  

In keeping with our vision, we continue to seek means of providing independent, 

objective assurance and consulting services designed to add value and improve FIU’s 

operations. Our quarterly newsletter, FIU Office of Internal Audit Risks  Controls  

Compliance Alert provides content to 

inform FIU stakeholders about existing 

and emerging risks borne out of recent 

and past audits, as well as other 

important resources. In addition, the 

newsletter highlights a recent success 

story of applying good internal 

controls or other practices. 

Additionally, our Office continues the 

practice of disseminating all published 

audit reports to all vice presidents 

within the University and other key 

personnel to make them aware of 

common audit issues found through 

our audits. Our aim is to add value to 

the University and strengthen 

accountability through the information 

contained in our newsletter and 

technical alerts. 
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Data Analysis and Continuous Auditing 

During FY 2020-2021, our Office re-engineered its audit workflow to include a greater 

emphasis on data analysis. As such, we made it a requirement to consider specific areas 

within our audit scope to which data analysis could be applied when planning each audit. 

To advance this initiative further, we have developed a model for continuous auditing 

and began piloting the model during the last quarter of the fiscal year. 

University Anti-Fraud Framework  

With the adoption of the Florida Board of Governors Regulation 3.003, Fraud Protection 

and Detection, the CAE and the Chief Compliance and Privacy Officer 

have collaborated on drafting the related proposed new University Regulation for 

adoption by the Board of Trustees. The proposed Regulation promotes zero-tolerance 

for fraudulent activity and establishes criteria for a risk management framework that 

provides reasonable assurance that fraudulent activities within the University’s areas of 

responsibility are prevented, detected, reported, and investigated.  

State University Audit Council 

The CAE maintained participation in the State University Audit Council through his 

attendance at the Council’s monthly meeting of fellow State University System CAEs and 

BOG representatives. The meetings provide an avenue for discussing the various matters 

that are of concern to the SUS audit community and the BOG Office of Inspector General. 
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Every year, the BOT approves a risk-based plan prepared by the CAE. In preparing the 
plan, the CAE consults with senior management and the BOT and obtains an 
understanding of the organization’s strategies, key business objectives, associated risks, 
and risk management processes. The CAE reviews and adjusts the plan, as necessary, in 
response to changes in the organization’s business, risks, operations, programs, systems, 
and controls, and updates the BOT on any required changes. 

This approach fulfills our goal of allocating internal audit resources effectively and 
focusing on the imminent risks to the University’s operations. We realize that many 
University operations will again be in transition to pre-pandemic conditions. The 2021-
2022 plan factors into its development the corollary of the transition and the recruitment 
challenges of finding appropriately qualified candidates to fill open positions.  

Risk Assessment  

Consistent with the prior year, we developed this year's audit plan by using the 2019 
University-wide risk assessment and the 2021-2025 Five-year Audit Plan as a baseline. To 
ensure the risk profile determined through the University-wide risk assessment was 
reflective of the current and anticipated near-term conditions, we re-evaluated certain 
risk factors and solicited the input of Audit and Compliance Committee members, the 
University President, senior management, and audit staff. Through this collective effect, 
we adjusted the risk ratings and areas of audit focus for relevance and timing, as needed. 
We considered the typical relevant risk factors, including operational, safety, financial, 
regulatory, and reputational risks, as well as materiality and past audit coverage. 

A compilation of the risks and their relative rating, based on the established rating 
criteria, is presented in the Risk Assessment Heat Map on the following page. To achieve 
the best use of audit resources, we continue to focus our audit coverage primarily to areas 
of high risks (those falling within the red section on the heat map). This focus is reflected 
on the combined Risk Assessment/Five-Year Audit Plan (page 21). We collaborate with 
the Office of University Compliance and Integrity on developing strategies for 
addressing and mitigating the other identified risks.  

At its June 16, 2021, meeting, the BOT approved the audit plan for the 2022 fiscal year 
presented on page 20. 

 

AUDIT PLAN 
 

 

Audit of Covid-19 Student Financial Assistance Program 
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The following table outlines our approved audit plan for FY 2022: 

 

 

 

 

 

AUDIT PLAN FY 2022 

Carryover Audits: 

Affiliated Agreements for Student Placement and Rotation • 

Conflict of Interest and Related Party Transactions • 

Data Breach of Protected Information • 

Lab Safety • 

Proposed New Audits: 

Unit/Department Area of Focus 

Academic Affairs Student Health Center • 

Analysis and Information 
Management Performance Based Funding Metrics Data Integrity • 

Athletics NCAA Football Attendance Certification • 

College of Medicine Human Subject Research Controls • 

College of Public Health & Social 
Work Operational Controls • 

External Relations, 
Communications, & Marketing 

Brand Alignment and Affinity Management and 

Digital/Web Communication Standards Compliance • 

Information Technology Cybersecurity Prevention and Detection Controls • 

Information Technology Physician Assistant Program – IT Controls • 

Research & Development Research Training and Policy Compliance • 

University-wide Export/Import Controls • 

University-wide FERPA Compliance • 

University-wide General Data Protection Regulation Controls • 

University-wide Student Safety – Hazing and Alcohol Abuse Prevention • 

University-wide Admissions Policy Compliance • 

University-wide Follow-up of Prior Audit Recommendations • 

Targeted Continuous Auditing 



 

Page 21 of 22 
 
 

 
Florida International University Office of Internal Audit 
Risk-Based Five-Year Audit Plan 

No. Operational Unit/Area General Subject Matter 
Risk 
Index 

Past Audit 
Coverage 

Planned Audit Coverage 

P
ri
o
r 

2
0
1
9
 

2
0
2
0
 

2
0
2
1
 

2
0
2
2
 

2
0
2
3
 

2
0
2
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2
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2
5
 

2
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1. Academic Affairs Student Health Center (2/4) x    
✓     

2. Academic Affairs Applied Research Center (3/3)        
✓  

3. Academic Affairs Food Network South Beach Wine & Food Festival (2/4) x x    ✓    

4. Academic Affairs COVID-19 Related Student Fee Refund – (3/2) [3/1]    x      

5. Analysis & Information Management Performance Based Funding Metrics (2/2) x x x x ✓ ✓ ✓ ✓ ✓ 

6. Athletics Major NCAA Violations 2/3      
✓   

✓ 

7. Athletics Title IX Violations 3/2       
✓   

8. Athletics Health Services Billing & Coding Process – (2/4) [1/1]    x      

9. Athletics NCAA Football Attendance Certification (2/3) x x x  
✓ ✓ ✓ ✓ ✓ 

10. Capital Construction Project Administration & Funding (2/4) x     ✓    

11. College of Arts & Science Information Technology and Financial Controls (3/3) x     
✓    

12. College of Medicine Affiliated Agreements for Student Placement & Rotation 3/4 x   x      

13. College of Medicine Human Subject Research Controls 4/4 x    
✓     

14. College of Nursing and Health Sciences Auxiliary Funded Programs Operations (3/2)   x    ✓   

15. College of Public Health & Social Work Operational Controls (3/2)     
✓     

16. Enrollment Services Motor Vehicle Internal Controls & Data Integrity (4/1) x  x   
✓    

17. Environmental Health & Safety Lab Safety 3/4 x   x   
✓   

18. Environmental Health & Safety Hazardous Wastes & Materials Management 2/4 x      
✓   

19. Environmental Health & Safety Regulatory & Code Compliance 2/3 x      
✓   

20. 
External Relations, Communications, & 
Marketing 

Comprehensive/Coordinated Content Driven Solutions 4/3      
✓    

21. 
External Relations, Communications, & 
Marketing 

Brand Alignment and Affinity Management and 
Digital/Web Communication Standards Compliance 

4/4     
✓     

22. Financial Management Purchasing & Competitive Bidding Process 2/3 x x x x   
✓   

23. Financial Management Treasury Management (1/2)   x     ✓  

24. FIU Foundation Donor Intent/Confidentiality - 2/3 [2/2] x   x    
✓  

25. Housing & Residential Life Student Housing 4/2 x      
✓   

26. Human Resources New Employee Document Verification Process - 4/3 [3/2]    x   
✓   

27. Human Resources Payroll (4/3) x x    
✓    

28. Human Resources Overpayment of Terminated Employees (3/2) x x    
✓    

29. Information Technology Data Breach of Protected Information 3/4 x x   
✓     

30. Information Technology IT Physical Controls 3/3 x     
✓    

31. Information Technology Panther Tech (3/3)      
✓    

32. Information Technology Data Loss Prevention Controls (3/2) x x x    
✓   

33. Information Technology Cybersecurity Prevention and Detection Controls (4/3)     ✓     

34. Information Technology Vendor Management (3/3) x      
✓   

35. Information Technology Physician Assistant Program – IT Controls (3/2)     
✓     

36. Information Technology Media Sanitation Guidelines & Controls (3/3)    x    
✓  

37. Instruction & Academic Support Grading Integrity Management 4/3      
✓    

38. Parking & Transportation Motor Vehicle Internal Controls & Data Integrity (4/1) x x  x   
✓   

39. Plant Operations & Maintenance Motor Pool (University Fleet Management) - 4/4 [4/2] x   x   
✓   

40. Plant Operations & Maintenance Access Controls – Secure Locations 3/3 x      
✓   

41. Plant Operations & Maintenance Facilities Inspections & Deferred Maintenance 3/3 x       
✓  

42. Plant Operations & Maintenance Construction Accident Reporting 2/4        
✓  

43. Plant Operations & Maintenance Student Safety – Safety Athletic & Recreational Facilities 2/3 x      
✓   

44. Police Department Jeanne Clery Act Compliance (2/4) x       ✓  

45. Research & Development Research Training & Policy Compliance 3/3 x    
✓     

46. Research & Development Biohazards Response Management 2/3 x       
✓  

47. Research & Development Information Technology Controls (3/4)      
✓    

48. 
Research & Development and College 
of Medicine 

Plagiarism & Research Misconduct Management & 
Controls 

3/3      
✓    

49. Student Affairs Children’s Creative Learning Center (3/3) x      
✓   

50. University-wide Accounts Receivable Process (3/2)   x     ✓  

51. University-wide Conflict of Interest & Related Party Transactions 3/3 x    
✓     

52. University-wide Export/Import Controls 4/4     
✓     

53. University-wide Payroll Irregularities and Fraud Controls 3/3 [3/2]    x   
✓   

54. University-wide Grant Accounting – Auxiliary & Foundation Funded – 4/4 [3/2]    x     
✓ 

55. University-wide FERPA Compliance 3/3 x    
✓     

56. University-wide COVID-19 Financial Assistance Compliance - 3/4 [3/2]    x      

57. University-wide Natural Disaster Preparedness & Response 3/4      
✓    
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Note: The Risk Index represents the coordinates of the X and Y axes as plotted on the Risk Assessment Heat Map. Parenthetic Risk Index is 

assigned by OIA to specific audit project identified through analyses other than the risk assessment survey tool. Bracketed Risk Index represents 

the adjusted risk rating for the general subject matter. Where such an adjustment is made, the initial Risk Index appears in the title line of the 

general subject matter. See Attachment 1 for a crosswalk between the planned audits and the higher rated risks. 

 

 

 

 

 

 

Florida International University Office of Internal Audit 
Risk-Based Five-Year Audit Plan 

No. Operational Unit/Area General Subject Matter 
Risk 
Index 

Past Audit 
Coverage 

Planned Audit Coverage 
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58. University-wide Use of Student Fees 2/3 x x      
✓  

59. University-wide Grant Expenditure Controls 2/3 x      
✓   

60. University-wide General Data Protection Regulation Controls (3/4)     
✓     

61. University-wide Background Check – Volunteers & Third Parties (4/3) x x    
✓    

62. University-wide Student Safety – Hazing & Alcohol Abuse Prevention (3/4)     
✓     

63. University-wide Admissions Policy Compliance (3/4)     
✓     

64. University-wide Follow-up on Prior Audit Recommendations (4/1) x x x x ✓ ✓ ✓ ✓ ✓ 

65. Targeted Continuous Auditing N/A     ✓ ✓ ✓ ✓ ✓ 


